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 A B S T R A C T

The unauthorized use of a cardholder’s financial data, resulting in significant losses to individuals and 
companies, is known as credit card fraud. The increasing frequency and complexity of such fraud in the 
digital era highlight the absolutely vital need for reliable and accurate detection systems. Under the specific 
challenge of extreme class imbalance, this work investigates the credit card fraud identification performance 
of several Machine Learning (ML), Deep Learning (DL) and Quantum Machine Learning (VQC) algorithms. The 
study uses a commonly used dataset consisting of 284,807 anonymized credit card transactions, of which only 
492 (0.17%) are fraudulent. To solve the class imbalance, we produced synthetic samples of the minority 
class utilizing the SMOTE, thus raising model sensitivity. Moreover, we enhanced model performance by 
means of hyperparameter tuning applied with Grid Search, Random Search, and Keras Tuner. Combining deep 
learning-based feature extraction with ensemble learning approaches, together with effective data balancing 
and hyperparameter tuning, yields, according to the results, a very accurate and dependable credit card fraud 
detection system. The hybrid model that includes AutoEncoder for feature extraction, Bagging (Random Forest), 
and Boosting (XGBoost) was the best, with 100% accuracy. This shows that this integrated technique is better 
than others. This approach provides a sensible analysis for building robust, real-time fraud detection systems 
for practical financial applications.
1. Introduction

The ease of buying and conducting digital transactions has signifi-
cantly improved as credit card use has spread in modern society. Still, 
this convenience comes with more risk for fraud. Credit card fraud seri-
ously affects individuals as well as financial institutions since it causes 
financial losses and erodes confidence in electronic payment systems. 
The strategies used by fraudsters change as digital commerce grows; 
thus, advanced detection systems must be developed to effectively 
combat these risks. [1–3].

The ability of a fraud detection system to consistently detect both 
known and new kinds of fraud determines its effectiveness mostly. 
This potential thus depends much on the accessibility of extensive, 
high-caliber datasets. Recent developments in deep learning enable 
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researchers to examine large-scale transaction data and create adap-
tive models competent in real-time risk detection. These models mini-
mize financial losses and improve system dependability by being more 
sensitive to complex patterns and instantaneous anomaly detection [4].

Due to their limited adaptability and high false positives, conven-
tional fraud detection methods, mostly dependent on rule-based algo-
rithms and human supervision, are growing increasingly inadequate. 
On the other hand, highly valuable are complex machine learning 
techniques that examine transaction trends and identify anomalies. 
These techniques reduce the possibility of mistakenly identifying le-
gitimate transactions [5] and increase detection accuracy. The design 
and implementation of an advanced credit card fraud detection system 
combining modern machine learning techniques with real-time trans-
action monitoring forms the main focus of this thesis. Using Random 
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Forest and XGBoost, among other supervised learning, anomaly de-
tection, and ensemble modeling techniques, the proposed architecture 
distinguishes between legitimate and dubious transactions. Reducing 
financial risk, raising detection accuracy, and restoring user confidence 
in digital payment systems is the aim here. The study emphasizes the 
need to use intelligent and adaptive models that can develop with the 
dynamic strategies of cybercrime. Using integrated explainable arti-
ficial intelligence (XAI) techniques, transparency and interpretability 
in decision-making are improved, enabling stakeholders to understand 
and trust the outputs of the detection system [6].

The main contributions of this paper are as follows:

• This work assessed 12 Machine Learning, Deep Learning and 
Quantum Machine Learning models to find the best model for 
credit card fraud. We developed a voting classifier consisting 
of the three most efficient models to utilize their strengths and 
improve overall accuracy, thereby reducing the limitations of 
each model.

• Hybrid Model Integration: Developed a robust fraud detection 
system by combining Autoencoders for feature extraction with 
Random Forest (Bagging) and XGBoost (Boosting) to enhance 
accuracy and generalization.

• A significant aspect of this research is employing a Variational 
Quantum Circuit (VQC) model to investigate the potential en-
hancements of quantum computing in fraud detection. The VQC 
employs quantum entanglement along with superposition to
transfer data into elevated-dimensional Hilbert spaces. This makes
feature representation and classification more accurate than tra-
ditional approaches.

• Feature Extraction with Autoencoders: Used deep learning-based 
Autoencoders to reduce dimensionality and capture meaningful, 
non-linear patterns in transaction data.

• Addressed class imbalance with the application of the Synthetic 
Minority Over-sampling Technique (SMOTE), enhancing the
model’s sensitivity to fraudulent transactions.

• Hyperparameter Tuning: Optimized model performance through 
thorough hyperparameter tuning, resulting in higher precision, 
recall, and efficiency in fraud detection.

This all-encompassing approach improves fraud detection abilities 
and links research creativity with useful applications. The following 
arrangement of this thesis: the next parts are Review of the present 
literature in Section 2; definition of the recommended technique in 
Section 3; a comparative analysis and discussion in Section 4; closing 
of the thesis and future recommendations in Section 5 (see Table  1). 

2. Literature review

Based on our connected topic, we will present a few literature 
reviews in this area. Additionally, we will go over a few development 
approaches for machine learning-based CCF prediction.

The study [7] on credit card fraud detection employs neural net-
works and SMOTE to improve model efficacy, but faces limitations in 
real-time detection and comparison with advanced systems, necessitat-
ing future research.

The research [8] examines the evolution of machine learning mod-
els for credit card fraud detection, focusing on Explainable Artificial 
Intelligence (XAI) for improved openness. It uses techniques like gradi-
ent boosting, logistic regression, decision trees, and neural networks. 
Future research should explore ensemble tactics, advanced feature 
extraction methods, and larger datasets. [9] employs four machine 
learning techniques to detect credit card fraud in transactions: Ran-
dom Forest, Naïve Bayes, Decision Tree, and Support Vector Machine. 
Despite a 99.96% accuracy rate, the system struggles with real-time 
data processing and unequal distributions. Future research should fo-
cus on developing fraud techniques and advanced algorithms. The 
2 
Table 1
Nomenclature. 
 Terms Abbreviation  
 CCFD Credit Card Fraud Detection  
 ECC European Credit Card  
 MFA Multi-Factor Authentication  
 PCI DSS Payment Card Industry Data Security Standard 
 SMOTE Synthetic Minority Over-sampling Technique  
 SVM Support Vector Machine  
 LSTM Long Short-Term Memory  
 GMV Gross Merchandise Value  
 XAI Explainable Artificial Intelligence  
 CNN Convolutional Neural Network  
 LGBM Light Gradient Boosting  
 MLP Multilayer Perceptron  
 RUS Random Under-Sampling  
 GBT Gradient Boosted Trees  
 PCA Principal Component Analysis  
 KNN K-Nearest Neighbors  
 AUPR C Area Under the Precision-Recall Curve  
 ReLU Rectified Linear Unit  
 XGBoost Extreme Gradient Boosting  
 ROC Receiver Operating Characteristic  
 AUC Area Under the Curve  
 QML Quantum Machine Learning  
 VQC Variational Quantum Circuit  
 QNNs Quantum Neural Networks  
 QSVMs Quantum Support Vector Machines  

authors [10] explore deep learning’s potential in fraud detection, eval-
uating various systems like CNN, RNN, LSTM, GRU, ensemble, and 
ensemble, along with ML models like logistic regression, decision tree, 
SVM, ANN, and KNN. They propose improving interpretability, creating 
hybrid models, and optimizing deep learning architectures for effective 
fraud detection in practical applications.

The study [11] explores machine learning methodologies for credit 
card theft, including SVM, Random Forests, Decision Trees, Naive 
Bayes, and K-Nearest Neighbors. While promising in stationary envi-
ronments, they struggle with imbalanced datasets and real-time fraud 
detection. Improvements include explainable artificial intelligence. The 
authors [12]propose an ensemble-based fraud detection method us-
ing under-sampling and SMOTE, addressing class imbalance through 
various classifiers. This method improves accuracy, even in dataset 
and classifier selection issues. Future developments should focus on 
real-time detection systems, dynamic sampling methods, and hybrid 
architectures. The study [13] proposes a deep learning method for 
addressing class imbalance in credit card fraud databases, using a 
Multi-Layer Perceptron (MLP) meta-classifier and LSTM and GRU base 
classifiers. However, the approach lacks research on resampling meth-
ods, datasets, and model interpretability issues. From the study [14] 
evaluates machine learning models, including support vector machines, 
artificial neural networks, and random forests. For detecting fraudulent 
credit card activity. Despite the complexity and need for training 
resources, the research emphasizes the need for advanced techniques 
and real-time detection improvements. [15] evaluates machine learning 
techniques like Random Forest, Adaboost, Support Vector Machines, 
logistic regression, artificial neural networks, and k-nearest neighbors, 
but suggests hybrid models, deep learning applications, dataset varia-
tion, and behavior-based analytics for improved fraudulent trend iden-
tification. Again, [16] examines machine learning approaches for trans-
action classification using an imbalanced credit card fraud dataset. 
They found that the adoption of SMOTE improved model correctness 
for oversampling and feature selection. However, the paper lacks com-
parisons of algorithms like KNN and outlier identification systems and 
does not provide a thorough analysis of deep learning techniques.

One of the studies [17] evaluates deep learning techniques like 
Autoencoder, CNN, and LSTM for credit card fraud detection using 
hyperparameter tuning and data balancing approaches. However, the 
study’s limitations include limited generalizability and overfitting risk. 
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Table 2
Existing contribution & research gap within the key technologies.
 Authors Algorithms utilized Key contributions Identified research gaps  
 [7] Neural Network (NN), SMOTE Integrated a NN with SMOTE to improve 

accuracy for fraudulent transactions in 
imbalanced datasets. & ML.

Lacked real-time deployment validation 
and offered limited comparative analysis 
with advanced models.

 

 [8] Gradient Boosting, Logistic Regression, 
Decision Trees, Neural Networks (with 
SMOTE)

Emphasized the use of SMOTE and model 
performance evaluation through AUC and 
ROC; highlighted the importance of 
Explainable AI (XAI).

No actual implementation of XAI; lacked 
analysis across multiple datasets and 
advanced feature engineering.

 

 [9] Random Forest, Naïve Bayes, Decision 
Tree, SVM

Demonstrated high accuracy (up to 
99.96%) using Random Forest for credit 
card fraud classification.

Faced limitations in processing real-time 
data and handling class imbalance more 
effectively.

 

 [10] CNN, RNN, LSTM, GRU, Easy Ensemble, 
Balanced Bagging

Reviewed deep learning models, showing 
their potential in capturing complex fraud 
patterns compared to ML.

Limited by dataset quality, lack of 
interpretability, and shallow analysis of 
training challenges.

 

 [11] KNN, Naïve Bayes, SVM, Random Forest, 
Decision Trees

Focused on traditional ML models for 
detecting fraudulent activity and 
minimizing financial loss.

Lacked integration of deep learning and 
feature importance analysis; real-time 
deployment was not considered.

 

 [12] Ensemble: Bagging, Boosting, SVM, KNN, 
RF (with SMOTE/undersampling)

Proposed an ensemble framework 
addressing class imbalance through hybrid 
sampling methods.

Provided minimal insight into deep 
learning, data access limitations, and 
classifier selection complexities.

 

 [13] LSTM, GRU (Stacked) with MLP 
meta-classifier, SMOTE-ENN

Introduced a deep learning stacking 
ensemble architecture with SMOTE-ENN 
for better fraud detection performance.

No exploration of alternative sampling 
techniques or dataset diversity; limited 
attention to model explainability.

 

 [14] ANN, SVM, Random Forest Evaluated performance across models 
using accuracy and false positive rate; 
ANN showed variable outcomes.

Required larger datasets, improved 
real-time detection, and consideration of 
evolving fraud tactics.

 

 [15] RF, AdaBoost, SVM, Logistic Regression, 
ANN, KNN

Compared models based on precision, 
recall, and F1-score for fraud detection.

The study did not evaluate data diversity 
or NN advancements, and lacked 
behavior-based analytics.

 

 [16] RF, Naïve Bayes, MLP (with SMOTE + 
Feature Selection)

Demonstrated improved detection using 
SMOTE and feature selection for 
imbalanced datasets.

Did not compare with outlier detection or 
deep learning models; lacked depth in 
algorithm benchmarking.

 

 [17] Autoencoder, CNN, LSTM (with SMOTE, 
ADASYN, RUS)

Presented robust deep learning models for 
fraud detection, supported by empirical 
results.

Risk of overfitting and limited dataset 
generalizability; future work should 
emphasize ensemble methods.

 

 [18] RT, RF, DT, DS, GBT (with feature 
aggregation)

Highlighted the importance of 
optimization and hybridization for fraud 
detection.

Limited geographic scope; lacked hybrid 
model exploration and real-time 
performance testing.

 

 [19] Transformer with RF, SVM (baselines) Applied advanced Transformer 
architectures to address data sparsity in 
fraud detection.

Did not explore loss function optimization, 
additional data sources, or hybrid 
configurations with other models.

 

 [20] QNNs, QSVMs, XGBoost, Random Forest Led the way in comparing Quantum ML 
models for fraud detection, proving that 
QNNs can work well even when the data 
is not balanced.

Limited by simulation on classical 
hardware, which are not real quantum 
processors, it lacks real-time validation 
and incurs extra processing costs.

 

 [21] QFDNN (Variational Quantum Feature 
Deep Neural Network), Classical DNN

Proposed a hybrid quantum–classical 
model that uses fewer qubits and quantum 
gates. This change makes it more practical 
for upcoming quantum devices.

Validation was done on quantum 
simulators, not physical hardware. There 
is no testing on real-time data streams or 
a wider range of dataset variability.

 

 [22] Hybrid Quantum LSTM (HQ-LSTM), 
Classical LSTM

A new hybrid model combines quantum 
circuits inside of an LSTM framework that 
improves capturing complex sequential 
patterns within transaction data that can 
be used to detect fraud.

Its complexity is a challenge for existing 
NISQ-era hardware. Practicality for 
deployment for real-time inference and 
robustness on larger, noisier datasets is 
unproven.

 

Future developments could include ensemble models, varied datasets, 
and real-time systems with improved scalability and precision. [18] 
presents a comprehensive fraud detection system among several models 
combining Random Trees, Random Forests, Decision Trees, Decision 
Stumps, and Gradient Boosting Trees. Still, depending just on one 
geographic dataset reduces the global relevance of the research.. Hybrid 
models are suggested for better fraud detection, including different 
datasets, real-time processing, and risk-model adaptability. [19] uses 
advanced transformer architectures for credit card fraud detection, 
highlighting the lack of focus on imbalance loss functions and empirical 
assessment. It suggests exploring unexplored areas like integrating 
other machine learning models with transformers, tailoring transform-
ers for different fraud types, and using alternative data sources. From 
3 
the study [20] Quantum Machine Learning (QML) architectures for 
detecting credit card fraud. They focus on hybrid quantum–classical 
models like QNNs and QSVMs. QML has great potential, but it faces 
challenges with processing overhead and scaling. This indicates that 
we need to understand more about quantum computers in the future.

The study [21] presents QFDNN, a hybrid quantum–classical model 
aimed at financial tasks such as fraud detection and loan prediction. 
The authors emphasize its key innovation: better resource efficiency 
than other Quantum Machine Learning methods. This solves a major 
issue of high computational demand seen in earlier quantum models. 
Although the QFDNN shows promising results on benchmark datasets, 
most research is done on simulators. This highlights the need for 
testing on real quantum hardware. We should also look at its use 
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with real-time, streaming financial data. Moreover, the research [22] 
proposes a new Hybrid Quantum Long Short-Term Memory (HQ-LSTM) 
framework developed for classifying fraudulent activity. The setup 
integrates quantum circuits with essential features of standard LSTM 
models. The framework lifts model performance when differentiating 
complex temporal patterns from transaction sequences. The researchers 
showcase that performance levels are improved with the HQ-LSTM 
over a standard classical LSTM, especially when used in sophisticated 
sequential fraudulent behavior detection. The greater complexity of 
the framework is a challenge for existing noisy quantum computing 
devices. It is presumptuous to apply it under real-time analysis without 
further research.

Research on credit card fraud detection shows a trend towards 
machine learning and deep learning approaches, with classifiers and 
ensemble techniques showing performance despite real-time detec-
tion challenges. Future developments should focus on hybrid mod-
els, sophisticated feature engineering, and improved computational 
approaches.

Recent work on credit-card fraud detection shows that machine-
learning models. From the state-of-art works presented in [8] &[9] 
are nearing near-perfect performance, but gaps remain. Random Forest 
classifiers achieved 99.8% accuracy, with precision and recall in the 
high 0.99 range. Tree-based ensembles [8] &[11] effectively handle 
extreme class-imbalance in the public European dataset. Simple algo-
rithms can rival complex pipelines when data is pre-processed. Some 
previous studies add useful historical context. Paper [14,16] showed 
that, even before the recent surge in deep-learning interest, boosting 
and bagging methods regularly delivered AUCs around 0.99 on the 
same dataset. Their findings reinforce the message that, for tabular 
transaction data, sophisticated feature engineering and resampling of-
ten outweigh model novelty. Six studies on a 2013 European dataset 
under-sample or over-sample the majority or minority classes, resulting 
in inaccurate results and potential information loss or synthetic-data 
bias. [19].’s intelligent system improves discriminative power but faces 
challenges in scalability and real-time scoring. Table  2 describes the 
summary of recent studies.

Taken together, the literature suggests that future CCFD research 
should: (i) evaluate on fresher, multi-regional datasets, (ii) couple 
high-performing ensemble models with explainable-AI add-ons to sat-
isfy regulatory transparency, and (iii) benchmark inference latency 
alongside accuracy.

3. Methodology

This chapter delineates the methodological approach utilized in 
this research to effectively distinguish between genuine and fraudulent 
transactions. Fig.  1 depicts the successive methodologies utilized in the 
study, offering a visual representation of the entire workflow. Before 
assessing the various steps of the suggested technique, it is essential to 
perform a thorough assessment of the dataset used in this study, as it 
forms the foundation for all subsequent operations.

Upon thorough evaluation and selection of models based on their 
performance, we identified the optimal one for categorization. This 
approach guarantees that predictive models are reliable and applicable 
in real-world scenarios.

3.1. Dataset description

The dataset utilized in this study is sourced from Kaggle and results 
from a collaboration between Worldline and the Machine Learning 
Group (MLG) of the Université Libre de Bruxelles (ULB). Accessible 
via http://mlg.ulb.ac.be, the group specializes in advanced research in 
large data mining and fraud detection; hence, this dataset is especially 
suitable for tasks driven by machine learning-based anomaly detection. 
Dataset Link: https://www.kaggle.com/datasets/mlg-ulb/creditcardfra
ud/dataThe dataset consists of anonymized credit card transaction 
4 
Fig. 1. Block diagram of the proposed architecture.

Fig. 2. Block diagram of the dataset Preprocessing.

data from September 2013, primarily focusing on purchases made by 
European cardholders. Most input features have undergone Principal 
Component Analysis (PCA) processing to ensure data privacy and ethi-
cal standards. The dataset is largely numerical, simplifying preparation 
and facilitating smooth integration with machine learning techniques. 
However, two crucial elements, ‘‘Time’’ and ‘‘Amount’’, are absent from 
PCA’s transformation. The ‘‘Class’’ column records the intended output 
for classification jobs, with 0 representing regular transactions and 1 
representing fraudulent ones. This dataset has an extreme class im-
balance, making traditional performance measures like total accuracy 
insufficient for assessing classifier performance. The AUPRC metric is 
recommended for assessing model performance in certain instances.

3.2. Data preprocessing

Data preparation is essential for ML algorithms, as different models 
require different predictor values, and training data can affect pre-
diction results. Finding missing values and variability helps organize 
data and reduce bias. Categorical variables must be encoded before 
modeling, and outliers are deleted. Feature scaling ensures independent 
variables fall within the same range. The Box–Cox transformation 
investigates feature skewness. Techniques such as oversampling and 
undersampling assist in alleviating bias and averting overfitting. The 
Scikit-learn library and pandas package are used for data manipulation. 
Fig.  2 demonstrates the procedures..

3.2.1. Data cleansing (management of absent values and anomalies)
The credit card dataset was imported using Python and cleaned to 

remove null values and missing records. The initial dataset had 284,807 
transactions, ensuring no null values or missing values. Outliers were 
identified using the boxplot technique, with any data point beyond the 
whiskers classified as an outlier. The box plot for the feature ‘‘amount’’ 
is illustrated in Fig.  3 for simplicity. Boxplots showed outliers in the 
data, but they were eliminated using the Interquartile Range (IQR) 
method. Outliers are defined as values below Q1 − 1.5 × IQR or above 
Q3 + 1.5 × IQR, thereby preventing their influence on machine learning 
models.
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Table 3
Example of transformed categorical variables via One-Hot Encoding.
 Transaction_id Amount Is_fraud Category_food_dining Category_grocery_pos Category_gas_transport Category_home 
 1 12.5 0 1 0 0 0  
 2 150.0 1 0 1 0 0  
 3 40.75 0 0 0 1 0  
 4 95.0 1 0 0 0 1  
. 
Fig. 3. Boxplot of the amount feature.

3.2.2. Encoding categorical data (conversion to numeric format)
The study uses a One-Hot Encoder to convert categorical features 

into numeric values after cleaning the dataset, as most machine learn-
ing algorithms perform better with numeric inputs. The categories are 
allocated numeric values of 1 or 0, influencing the feature set and 
reducing tradeoffs. Table  3 presents the outcomes of our categorical 
variables upon conversion.

3.2.3. Feature scaling (feature standardization)
The Standard Scaler is a Z-score standardization technique used in 

machine learning models to ensure feature scaling. It computes the 
mean and standard deviation of each feature, ensuring equal contri-
bution to the learning process. This method preserves the honesty of 
model evaluation and improves generalization and accuracy in fraud 
detection. However, it can be sensitive to extreme values or outliers.

3.2.4. Dataset resampling (undersampling and oversampling)
The study employed a hybrid approach to address dataset im-

balance, combining under-sampling and oversampling methods. This 
balanced the dataset with a small percentage of fraudulent transac-
tions, reducing computational requirements and bias, and improving 
predictive accuracy in machine learning algorithms.

3.2.5. Under-sampling & oversampling
Although they are frequently used to solve class imbalance in 

datasets, in this case, oversampling and undersampling were not needed
Given nearly equal numbers of both classes, the study’s dataset was 
already well-balanced.

As Fig.  4 indicates, using techniques like SMOTE and Random 
Under Sampling had not appreciably changed the class distribution. 
To preserve the integrity of the original data, no further sampling was 
applied.

3.2.6. Applying SMOTE
The study reveals a class imbalance in a dataset, with only 492 

out of 284,807 transactions labeled as fraudulent. This imbalance can 
lead to poor performance in machine learning models, especially in 
identifying rare events like fraudulent behavior. The SMOTE balanced 
5 
dataset uses synthetic examples to balance the training set, improv-
ing the minority class and increasing the model’s capacity to detect 
anomalies due to the predominance of real cases.
3.2.6.1. Theoretical background of SMOTE. SMOTE is a sophisticated 
oversampling method introduced by [23] that seeks to enhance clas-
sifier efficacy on imbalanced datasets. Unlike random oversampling, 
which only duplicates existing minority class samples, SMOTE gener-
ates new synthetic samples using interpolation between existing minor-
ity class instances and their nearest. The protocol is as outlined:

1. For every minority class sample 𝑥, find its 𝑘-nearest neighbors 
within the same class.

2. Select one or more of these neighbors at random.
3. Generate a synthetic sample by selecting a point along the line 
segment between 𝑥 and one of its neighbors. The new synthetic 
sample 𝑋new is computed in Eq.  (1): 
𝑋new = 𝑥 + 𝛿 × (𝑥neighbor − 𝑥) (1)

where 𝛿 ∈ [0, 1] is a random number. This approach introduces 
diversity among the oversampled data, reduces the risk of over-
fitting, and helps the classifier to learn the decision boundary 
better.

3.2.6.2. Role and benefits in fraud detection. The use of SMOTE in this 
project addressed the following key challenges:

• Improved Recall: By increasing the representation of the fraud 
class, SMOTE helped the model correctly identify more fraudulent 
transactions, leading to a higher recall score, a critical measure 
in fraud detection, since erroneous negatives (missed frauds) are 
significantly more detrimental than false positives.

• Better Decision Boundaries: SMOTE generated synthetic fraud 
cases that spanned the minority class space more evenly, lead-
ing to improved generalization and a more balanced decision 
boundary.

• Reduced Overfitting: Unlike naive oversampling, SMOTE does 
not merely duplicate minority instances, reducing the risk of the 
model memorizing specific cases.

The graph in Fig.  5 shows how synthetic samples are produced by 
means of interpolation between current minority class examples and 
their closest neighbors. This approach addresses class imbalance by 
expanding the minority class without replicating data.SMOTE was used 
only on the training set to prevent data from leaking into the test set.

3.2.7. Splitting dataset
The dataset was split into two, 80% for training and 20% for 

testing, so fairly assess model performance. This separation ensures that 
the model learns from one part of the data and evaluates on unused 
examples. Important for classification tasks such as fraud detection, 
both sets maintained their natural class distribution by a stratified 
split. This stage helps avoid overfitting and facilitates a more realistic 
assessment of model performance.

3.3. Machine learning models

This work categorizes fraudulent transactions using unsupervised 
and supervised machine learning models. It reviews the models used, 
their building procedure, and hyperparameter value selection for opti-
mal model optimization.
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Fig. 4. Distribution of the classes after Under-sampling & oversamlping.
Fig. 5. Illustration of SMOTE (Synthetic Minority Over-sampling Technique).

3.3.1. Anomaly detection: Isolation forest
Isolation Forest [24] was tested as a baseline for unsupervised 

anomaly detection. Its ability to isolate rare cases through random 
partitioning makes it a good fit for fraud detection, as fraudulent 
transactions make up only 0.17% of the dataset. We used the standard 
scikit-learn implementation to compare it with supervised methods.

3.3.2. CNN (convolutional neural networks)
We looked at CNNs to see how well they could learn hierarchical 

feature representations from transaction sequences. CNNs started out 
as tools for processing images [25], but they have shown promise in 
finding unusual patterns in financial data by learning features automat-
ically. We turned transaction features into one-dimensional sequences 
that were processed through standard convolutional and pooling layers.

3.3.3. Auto encoder algorithm
Autoencoders are effective in detecting anomalies in imbalanced 

datasets, like credit card fraud detection, by analyzing standard trans-
action patterns and identifying potential fraud [26].

An autoencoder has two parts:

• Encoder 𝑓𝜃 : compresses an input 𝑥 ∈ R𝑛 into a latent representa-
tion 𝑧.

• Decoder 𝑔𝜙: reconstructs the original input from 𝑧 in Eq.  (2).

𝑧 = 𝑓𝜃(𝑥), 𝑥̂ = 𝑔𝜙(𝑧) (2)

The model is trained to minimize reconstruction error, typically 
measured using the Mean Squared Error in Eq.  (3): 

𝐿(𝑥, 𝑥̂) = 1
𝑛
∑

(

𝑥𝑖 − 𝑥̂𝑖
)2 (3)
𝑛 𝑖=1
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When a transaction’s reconstruction loss exceeds a predefined level 
and it follows training only on regular transactions, it is said to be 
anomalous 𝛿 in Eq.  (4): 
If 𝐿(𝑥, 𝑥̂) > 𝛿, classify as anomalous. (4)

Autoencoders are scalable fraud detection tools, adapting to changing 
trends and requiring no labeled data. Performance depends on thresh-
old choice and network tuning, with probabilistic methods achieving 
improved accuracy [26,27].

3.3.4. XGBoost (extreme gradient boosting)
Extreme gradient boosting (XGBoost), a fast, scalable machine learn-

ing model, is widely used for credit card fraud detection due to its 
ability to model complex patterns, manage missing data, and address 
class imbalance [28].

The paradigm optimizes the goal in Eq.  (5): 

(𝜙) =
𝑛
∑

𝑖=1
𝑙(𝑦𝑖, 𝑦̂𝑖) +

𝐾
∑

𝑘=1
𝛺(𝑓𝑘), 𝛺(𝑓 ) = 𝛾𝑇 + 1

2
𝜆‖𝜔‖2 (5)

Here, 𝑙(𝑦𝑖, 𝑦̂𝑖) is the loss function (e.g., logistic loss), 𝑓𝑘 represents 
the 𝑘th tree, 𝑇  is the number of leaves, and 𝛾, 𝜆 are regularization 
parameters that control complexity.

XGBoost improves fraud detection by enabling custom loss func-
tions, class weighting, and feature importance analysis. It outperforms 
traditional classifiers in fraud datasets, resulting in better AUC-ROC 
scores and efficient data management. [28,29].

3.3.5. Decision tree
Decision Trees [30] gave us easy-to-understand baselines and were 

the basis for ensemble methods like Random Forest and XGBoost. Their 
openness about how important each feature is fits with the rules for 
explainable AI in fraud detection systems set by financial regulators..

3.3.6. K-Nearest Neighbors (KNN)
K-Nearest Neighbors (KNN) was assessed for its straightforwardness 

and capacity to identify localized fraud patterns through transaction 
similarity. But it is known that it does not work well on imbalanced 
datasets without the right sampling methods [31]. We used KNN with 
Euclidean distance metrics and cross-validation to find the best k-
value that would balance sensitivity to minority fraud classes with 
computational efficiency on our 284,807-transaction dataset.

3.3.7. Logistic regression
Logistic Regression gave us a statistically sound baseline that we 

could use to compare more complicated models. Its probabilistic out-
puts and simple feature coefficient analysis form a basis for under-
standing fraud risk factors, and its built-in simplicity protects against 
overfitting on our very unbalanced dataset [32]. We used L2 regular-
ization and class weighting to deal with the fact that fraud classes are 
rare. This made it possible to directly compare the performance gains 
of more advanced methods
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3.3.8. Long Short-Term Memory (LSTM)
We used Long Short-Term Memory (LSTM) networks to find patterns 

in transaction sequences that happen over time. We thought that over 
time, patterns of fraud might show up in more than one transaction. 
LSTMs are great at modeling data that comes in sequences [33], but 
when they were used to model financial transactions in tables, the 
architecture had to be carefully planned to avoid overfitting on rare 
fraud events. We used sequence-based feature engineering and atten-
tion mechanisms to make it easier to find patterns over time that are 
specific to fraud detection.

3.3.9. Random Forest
Random Forest is a widely used collective learning tool that gener-

ates decision trees to reduce overfitting and improve accuracy in credit 
card fraud detection, identifying key factors through feature impor-
tance and interpretable insights. [34]. Each decision tree is trained on 
a bootstrap sample from the dataset as presented in Eq.  (6): 
𝐷 = {(𝑥1, 𝑦1), (𝑥2, 𝑦2),… , (𝑥𝑛, 𝑦𝑛)}, (6)

With a random subset of features considered at each split. For 
classification, the final output is based on majority voting, illustrated 
in Eqs. (7) and (8): 
𝑦̂ = mode{ℎ1(𝑥), ℎ2(𝑥),… , ℎ𝑇 (𝑥)}, (7)

And for regression, the average: 

𝑦̂ = 1
𝑇

𝑇
∑

𝑡=1
ℎ𝑡(𝑥). (8)

In the absence of advanced feature engineering, Random Forest per-
forms well and can detect numerous patterns, for example, unusual 
transaction amounts or sources when detecting fraud [35]. Resam-
pling methods such as SMOTE make it optimal for better class im-
balance management. Furthermore, feature importance scores indicate 
which parameters, e.g., time or volume, are paramount for fraudulent 
behavior discovery [36].

3.3.10. Support Vector Machines (SVMs)
Support Vector Machines (SVMs) were chosen for their ability to 

identify optimal separating hyperplanes by maximizing margins, which 
is a theoretical benefit for telling the difference between subtle fraud 
patterns and real transactions [37]. We used an RBF kernel with class-
weighted cost parameters because we knew that they were sensitive 
to class imbalance. We focused on recalling the minority fraud class. 
Principal Component Analysis (PCA) was used to reduce the number 
of dimensions in the original dataset features. It was also used as a 
preprocessing step for SVM to make it work better on the large-scale 
transaction data and make it faster.

3.3.11. Quantum machine learning implementation
3.3.11.1. Quantum feature encoding. Classical machine learning algo-
rithms operate within conventional feature spaces, which may limit 
their capacity to capture complex nonlinear patterns inherent in fraud 
detection scenarios. Quantum machine learning (QML) addresses this 
limitation by encoding classical data into quantum states, enabling 
exploration of exponentially larger feature spaces through quantum 
superposition and entanglement principles [38,39].

The implementation utilizes the ZZ Feature Map for quantum state 
preparation, transforming classical feature vectors 𝑥 = (𝑥1, 𝑥2,… , 𝑥𝑛)
into quantum states via the unitary operator in Eq.  (9): 

𝑈ZZ(𝑥) = exp

(

𝑖
∑

𝑖<𝑗

𝜋
2
𝑍𝑖𝑍𝑗𝑥𝑖𝑥𝑗

)

(9)

Where 𝑍𝑖 represents the Pauli-Z operator on qubit 𝑖, and the ZZ in-
teractions create controlled entanglement between qubits, enabling the 
7 
quantum circuit to capture feature correlations that may be challenging 
for classical algorithms to detect [40].

The quantum state preparation follows in Eq.  (10): 
|𝜓(𝐱)⟩ = 𝑈𝛷(𝐱)|0⟩⊗𝑛 (10)

This encoding maps the 30-dimensional classical fraud detection fea-
tures into a 2𝑛-dimensional quantum Hilbert space, where 𝑛 is the 
number of qubits used in the implementation.
3.3.11.2. Variational Quantum Classifier (VQC) architecture. The imple-
mented Variational Quantum Classifier employs a hybrid quantum–
classical approach for fraud classification. The quantum circuit con-
sists of a parameterized ansatz following the feature encoding layer 
described in Eq.  (11): 

𝑈 (𝜃) =
𝐿
∏

𝑙=1
𝑈𝑒𝑛𝑡𝑈𝑟𝑜𝑡(𝜃(𝑙)) (11)

where 𝑈𝑟𝑜𝑡(𝜃(𝑙)) =
∏𝑛

𝑖=1 𝑅𝑦(𝜃
(𝑙)
𝑖 )𝑅𝑧(𝜃

(𝑙)
𝑖 ) denotes the entangling layer 

implemented using CNOT gates, and 𝐿 represents the circuit depth.
The classification decision is obtained through quantum measure-

ment presented in Eq.  (12): 
𝑃 (fraud|𝐱) = ⟨𝜓(𝐱)|𝑈†(𝜃)𝑀𝑈 (𝜃)|𝜓(𝐱)⟩ (12)

Where 𝑀 represents the measurement operator, typically implemented 
as a Pauli-Z measurement on the first qubit for binary classification.
3.3.11.3. Training and optimization framework. The quantum model 
employs hybrid quantum–classical optimization algorithms. The cost 
function for VQC training is formulated as in Eq.  (13): 

𝐶(𝜽) =
𝑁train
∑

𝑖=1
𝐿(𝑦𝑖, 𝑓 (𝐱𝑖;𝜽)) (13)

where 𝐿 represents the loss function (cross-entropy for classification 
tasks) and 𝑓 (𝐱𝑖;𝜽) denotes the quantum model prediction. Optimiza-
tion is performed using classical algorithms, including ADAM, SPSA 
(Simultaneous Perturbation) [41].
3.3.11.4. Implementation framework. The quantum implementation uti-
lizes the Qiskit framework with IBM Quantum simulators. The quantum 
circuits are designed for Noisy Intermediate-Scale Quantum (NISQ) 
devices with the following specifications:

• Number of qubits: 4 qubits
• Circuit depth: 4 layers
• Feature map: ZZ Feature Map with 2 repetitions
• Entanglement: Circular topology
• Optimization: Hybrid quantum–classical training

The preprocessing pipeline remains consistent with classical imple-
mentations, including SMOTE for class balancing, StandardScaler for 
feature normalization, and an 80:20 train-test split to ensure fair com-
parison with classical results.
3.3.11.5. Quantum noise and hardware limitations. Although the VQC 
ran on IBM Quantum simulators, actual NISQ hardware has to deal with 
decoherence, gate noise, and readout errors that hurt circuit fidelity. 
Due to limited qubit connectivity, extra operations-one that introduces 
additional noise and depth-had to be performed. Hence, performance 
on actual devices would lag behind compared to simulations. To coun-
teract this, we applied a 4-qubit, shallow depth-of-circuit design to 
dampen those issues, planning to test it on hardware in the future with 
the help of error-mitigation techniques.
3.3.11.6. Pseudocode for variational quantum classifier. Input: Dataset 
𝐷 = {(𝑥𝑖, 𝑦𝑖)}, qubits 𝑛, depth 𝐿, iterations 𝑇

Output: Trained VQC model

1. Preprocess data:
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• Apply SMOTE for class balancing
• Normalize features
• Split dataset into train/test sets

2. Initialize quantum circuit:

• Encode features using ZZ Feature Map: |𝜓(𝑥)⟩ = 𝑈𝑍𝑍 (𝑥)|0⟩⊗𝑛

• Define parameterized ansatz 𝑈 (𝜃) with 𝐿 layers (Ry, Rz 
rotations + CNOT entanglement)

3. Train VQC:

3.1. For 𝑡 = 1 to 𝑇 :

• Apply 𝑈 (𝜃) to |𝜓(𝑥𝑖)⟩
• Measure first qubit to get 𝑓 (𝑥𝑖; 𝜃)
• Compute loss 𝐶(𝜃) = ∑

𝐿(𝑦𝑖, 𝑓 (𝑥𝑖; 𝜃))
• Update 𝜃 using classical optimizer (ADAM/SPSA)

4. Evaluate model on test set
5. Return trained VQC model

3.4. Hyperparameter tuning

Prior to training a machine learning model, hyperparameter op-
timization is conducted to ascertain the model’s best configurations. 
These hyperparameters are set by hand, whereas model parameters 
are discovered from the dataset. Common examples of these types 
of hyperparameters include the learning rate, the number of neurons 
in neural networks, the depth of decision trees, and the number of 
estimators. It is important to select good hyperparameters to enhance 
the performance of a model, accelerate its convergence, and make it 
generalize better.

Hyperparameter tuning was employed in the present study to maxi-
mize the accuracy and reliability of the suggested hybrid model. The 
model integrates an Autoencoder for feature extraction, a Random 
Forest for feature aggregation, and an XGBoost for boosting. The tuning 
had considerable effects on performance, particularly regarding the 
highly imbalanced credit card fraud dataset.

Autoencoder Tuning: We used the Keras Tuner library and 
a random search strategy to find the Autoencoder architecture that 
worked best. To lower the reconstruction loss (Mean Squared Error), 
we tried out different sizes of hidden layers and learning rates. After 
training, we used the encoded output from the bottleneck layer as 
features for classification.

Pseudocode: Hyperparameter Tuning of Autoencoder using Ran-
dom Search

1. Define model_builder() to construct and compile the Autoen-
coder.

2. Initialize tuner ← RandomSearch with the following parameters:

∙ Objective: minimize validation loss (‘val_loss’)
∙ Maximum trials: 6
∙ Executions per trial: 2
∙ Directory: ‘creditcard_finetune’
∙ Project name: ‘hybrid_autoencoder’

3. Execute the tuner to explore and evaluate multiple configura-
tions.

4. Identify the best model based on the lowest validation loss.
5. Train the final Autoencoder using the selected hyperparameters.

Random Forest Tuning: We tuned the Random Forest classifier 
using GridSearchCV, evaluating different combinations of:

• n_estimators = [100, 200]
• max_depth = [None, 10, 20]
8 
• min_samples_split = [2, 5]

XGBoost Tuning: The XGBoost classifier was tuned with the fol-
lowing hyperparameters:

• n_estimators = [100, 200]
• max_depth = [3, 6]
• learning_rate = [0.01, 0.1]
• subsample = [0.8, 1.0]

These parameters were chosen because they are commonly used and 
have worked well in other research on fraud detection.

Benefits of Tuning:

• Improved Accuracy: Helped our model reach 100% accuracy 
and a near-perfect AUC score of 0.9998.

• Reduced Overfitting: Tuning tree depth and split conditions 
allowed the model to generalize better on unseen data.

• Optimized Learning Behavior: Adjusting the learning rate im-
proved convergence speed and minimized training loss.

Final Model Evaluation: We used probability averaging to com-
bine the predictions of the tuned Random Forest and XGBoost models 
after optimizing the hyperparameters. This ensemble strategy gave very 
reliable results on all of the evaluation metrics.

y_pred_proba_final = (y_pred_proba_rf +
y_pred_proba_xgb) / 2

y_pred_final = (y_pred_proba_final >= 0.5).astype(int)

Overall, hyperparameter tuning proved to be a key factor in building 
a robust and scalable fraud detection model, ensuring high precision, 
recall, and generalization across diverse transaction patterns.

4. Result & discussion

This chapter presents the results of our research on machine learn-
ing and deep learning models, their AUC score, and evaluation met-
rics, comparing current and innovative methods for credit card fraud 
prediction.

4.1. Performance metrics

The paper evaluates machine learning techniques using measures, 
including metrics such as Precision, Recall, F1-Score, Accuracy, the 
Confusion Matrix, and ROC AUC Score. Accuracy is the most commonly 
used criterion, while the AUC score provides a graphical representation 
of each model’s performance.

Confusion matrix terminology

• True Positive (TP): A fraudulent transaction that is correctly 
identified as fraud by the model.

• False Positive (FP): A legitimate transaction that is incorrectly 
classified as fraudulent by the model.

• False Negative (FN): A fraudulent transaction that the model 
fails to detect, mistakenly classifying it as legitimate.

• True Negative (TN): A legitimate transaction that is accurately 
recognized as non-fraudulent by the model.

4.1.1. Accuracy
Accuracy is defined as the ratio of accurately predicted observations 

(including both true positives and true negatives) to the total number 
of observations. It is given by the formula in Eq.  (14): 

Accuracy = 𝑇𝑃 + 𝑇𝑁
𝑇𝑃 + 𝑇𝑁 + 𝐹𝑃 + 𝐹𝑁

(14)
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Table 4
Confusion matrix for classification outcomes.
 Fraud Legitimate 
 Predicted Fraud TP FP  
 Predicted Legitimate FN TN  
Note: TP=True Positive, FP=False Positive, FN=False Negative, 
TN=True Negative.

4.1.2. Recall
Recall is calculated by dividing the count of real positive outcomes 

by the total number of samples that ought to have been recognized as 
positive, as represented in Eq.  (15). 

Recall = 𝑇𝑃
𝑇𝑃 + 𝐹𝑁

(15)

4.1.3. Precision
Precision is the ratio of true positive outcomes to the total number 

of positive predictions made by the classifier presented in Eq.  (16). 

Precision = 𝑇𝑃
𝑇𝑃 + 𝐹𝑃

(16)

4.1.4. F1-score
The F1-score serves as a metric for model accuracy, reflecting its 

durability and precision. It is a harmonic mean of recall and precision, 
where high precision signifies remarkable accuracy but may neglect 
challenging alternatives which presented in Eq.  (17). 

F1 Score = 2 × Precision × Recall
Precision + Recall (17)

4.1.5. Confusion matrix
The Confusion Matrix 4 showed in Table  4 provides a comprehen-

sive evaluation of model performance, particularly effective in binary 
classification scenarios with samples from TRUE to FALSE.

False negatives in fraud detection can lead to financial loss and con-
sumer dissatisfaction, while false positives can cause unjust hindrance 
of legitimate transactions [42][43].

4.1.6. ROC AUC Score
The ROC AUC Score is a statistical metric employed to assess model 

efficacy, reflecting the model’s capacity to differentiate across classes. 
This is a probability curve that displays the True Positive Rate (TPR) 
on the 𝑦-axis and the False Positive Rate (FPR) on the 𝑥-axis, reflecting 
the model’s proficiency in reliably predicting class 0 and class 1 (see 
Fig.  7).

True Positive Rate (TPR) = 𝑇𝑃
𝑇𝑃 + 𝐹𝑁

(18)

(Recall/Sensitivity) =

Specificity = 𝑇𝑁
𝑇𝑁 + 𝐹𝑃

(19)

False Positive Rate (FPR) = 1 − Specificity

= 𝐹𝑃
𝑇𝑁 + 𝐹𝑃

(20)

This study compares various predictive models using the AUC score, 
Table  5 which represents the likelihood of a model prioritizing a posi-
tive instance over a negative one. A higher AUC score indicates better 
performance in predicting fraudulent transactions. The AUC metric 
is useful in establishing a boundary between positive and negative 
classes, helping to assess a model’s ability to distinguish between 
outcomes [44].
9 
Fig. 6. The bar chart of the AUC score compared to other models.

Fig. 7. The curve of the ROC score for each classifier.

4.2. Modeling the dataset (AUC score)

Fraud detection systems prioritize metrics such as Precision, Recall, 
F1-score, and AUC-ROC over accuracy to evaluate the model’s efficacy 
in handling rare fraudulent transactions. These metrics can inform 
model optimization based on business requirements, minimizing false 
positives or maximizing detection [45]. The outcomes of each classifier 
are presented in Table  5 and Fig.  6.

4.3. The proposed model and other compared models

The results presented in Table  5 indicate that all algorithms exhibit 
commendable performance with the dataset. Notably, the combination 
of Auto Encoder + Bagging (Random Forest) + Boosting (XGBoost), 
along with Random Forest and XGBoost, surpasses the other algorithms, 
particularly the former, which achieves an AUC score of 99.99% and 
an accuracy of 100%. We also observed the enhancement in the scores 
of other algorithms, indicating that most algorithms perform effectively 
on the dataset. Analysis of the AUC metric and Accuracy in conjunction 
with other metrics indicates that AutoEncoder, combined with Bagging 
and Boosting, remains the superior approach. The accuracy is 100%, 
exhibiting good precision and recall, indicating that the prediction 
findings for credit card theft are reliable (see Fig.  8).

4.4. Comparative analysis

In this section, we compare the proposed hybrid model with other 
machine learning and deep learning approaches. Among the several 
performance criteria applied in the evaluation, both with and without 
SMOTE and hyperparameter tuning, are accuracy, precision, recall, 
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Table 5
Model Performance With and Without SMOTE & Hyperparameter Tuning.
 Model Dataset SMOTE & Tuning Precision Recall F1-Score AUC Score Accuracy 
 Anomaly (Isolation Forest) ECC No 0.54 0.86 0.56 0.0456 0.98  
 Yes 0.59 0.52 0.53 0.1256 1.00  
 SVM ECC No 0.66 0.88 0.74 0.9731 1.00  
 Yes 0.57 0.78 0.61 0.8424 0.99  
 CNN ECC No 0.94 0.89 0.91 0.9805 1.00  
 Yes 0.76 0.92 0.82 0.9729 1.00  
 Logistic Regression (LR) ECC No 0.53 0.95 0.55 0.9720 0.98  
 Yes 0.57 0.94 0.62 0.9772 0.99  
 Decision Tree ECC No 0.84 0.86 0.85 0.8619 1.00  
 Yes 0.67 0.89 0.74 0.9017 1.00  
 KNN ECC No 0.96 0.90 0.93 0.94374 1.00  
 Yes 0.68 0.94 0.75 0.9482 1.00  
 LSTM ECC No 0.93 0.90 0.92 0.9029 1.00  
 Yes 0.84 0.92 0.88 0.9468 1.00  
 VQC (Quantum) ECC No 1.00 0.72 0.84 0.83 0.86  
 Yes 1.00 0.72 0.84 0.83 0.86  
 Proposed Model-1 (AutoEnc+Bagg+Boost) ECC No 0.84 0.86 0.85 0.9584 1.00  
 Yes 1.00 1.00 1.00 0.9998 1.00  
 Proposed Model-2 (XGB) ECC No 0.96 0.90 0.93 0.9743 1.00  
 Yes 0.81 0.93 0.86 0.9841 1.00  
 Proposed Model-3 (RF) ECC No 0.91 0.91 0.91 0.9766 1.00  
 Yes 0.94 0.91 0.92 0.9684 1.00  
Fig. 8. The bar chart illustrates the Evaluation Metrics for each classifier, alongside the plot comparing Precision, Recall, F1 score, and accuracy against other 
metrics.
F1-score, and AUC score. From Table  5 results without SMOTE and hy-
perparameter tuning, most models performed rather well, with high ac-
curacy scores. Among these, the Proposed Model-1 AutoEncoder com-
bined with Bagging (Random Forest) and Boosting (XGBoost) achieves 
perfect accuracy (100%). Deeper analysis of their F1-scores and AUC 
values, however, exposes still more variations. For instance, whereas 
SVM and XGBoost showed high AUCs of 0.9731 and 0.9743, respec-
tively, the Proposed Model-1 achieved an AUC of 0.9584, indicating 
room for improvement before tuning.
Table  5 provides a detailed comparison of the implemented quan-
tum model with the classical models from the original study. The 
Variational Quantum Classifier achieved 86% overall accuracy with 
remarkable precision characteristics. Most significantly, the quantum 
model achieved perfect precision (1.00) for fraud detection with zero 
false positives, meaning every transaction flagged as fraudulent was 
indeed fraudulent.

The quantum model’s confusion matrix reveals distinctive perfor-
mance characteristics:

• True Positives: 106 fraudulent transactions correctly identified
• True Negatives: 149 legitimate transactions correctly classified
• False Positives: 0 (perfect precision)
• False Negatives: 41 fraudulent transactions missed
10 
This results in a 72% recall rate for fraud detection, meaning 
the quantum model successfully identified 72% of actual fraudulent 
transactions while maintaining perfect precision. The quantum imple-
mentation provides several distinct advantages:

1. Perfect Precision: The achievement of 100% precision in fraud 
detection represents a significant business advantage, as it elim-
inates false alarms that could inconvenience legitimate cus-
tomers.

2. Zero False Positive Rate: Unlike classical models that may 
incorrectly flag legitimate transactions, the quantum approach 
ensures no valid transactions are blocked, maintaining excellent 
customer experience.

3. Conservative Classification: The quantum model exhibits con-
servative behavior, only flagging transactions when highly con-
fident they are fraudulent, which is valuable for maintaining 
customer trust.

4. Feature Space Exploration: Quantum feature maps enable ex-
ploration of high-dimensional quantum Hilbert spaces (2𝑚 di-
mensions), potentially capturing subtle fraud patterns through 
quantum interference and entanglement effects.

While classical models, particularly the AutoEncoder + Bagging + 
Boosting hybrid, achieve perfect test set accuracy (100%), the quan-
tum model provides competitive performance with unique operational 
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Table 6
Confusion Matrix of AutoEnc+Bagg+Boost, XGBoost & Random Forest.
 Model TP FP FN TN  
 AutoEnc+Bagg+Boost 56 843 20 21 56842 
 XGBoost 85 273 22 30 118  
 Random Forest 56 852 12 17 81  

characteristics. The slight accuracy difference (86% vs 100%) can be 
attributed to current NISQ device limitations and the conservative 
nature of quantum classification.

The quantum approach demonstrates particular value in scenarios 
where:

• Customer experience is paramount: Zero false positives ensure 
legitimate customers are never incorrectly blocked

• High-confidence detection is required: Perfect precision en-
sures flagged transactions require investigation

• Pattern discovery is needed: Quantum feature spaces may re-
veal fraud patterns invisible to classical methods.

The implemented ZZ feature map with circular entanglement demon-
strates effective quantum state preparation for fraud detection. The 
choice of 4 qubits with 4-layer circuit depth provides sufficient expres-
sivity while maintaining trainability on current NISQ hardware. The 
ZZ interactions create beneficial correlations between transaction fea-
tures, enabling the quantum model to capture complex fraud signatures 
through quantum mechanical effects.

The accuracy of the VQC is mainly hampered because of the poor 
detection of most of the fraudulent samples, hence yielding a low 
value of the recall metric. But the precision obtained would be perfect 
because the fraudulent samples lie in a region of perfect confidence in 
the boundary. This generally happens in simple NISQ circuits because 
such circuits are not able to learn complex boundaries but are able to 
learn precise regions defined by few minority samples in the dataset.
Table  5, on the other hand, shows the clear impact on performance 
of SMOTE and hyperparameter tuning. The Proposed Model-1 scored 
perfectly on all counts—including Precision, Recall, F1-score, Accuracy 
(100%), and an AUC of 0.9998. This confirms that the hybrid strategy 
is more effective in controlling class imbalance and exactly identifying 
fraudulent behavior. Other models also showed performance improve-
ments after tuning: Random Forest (F1-score: 0.92, AUC: 0.984) and 
XGBoost (F1-score: 0.86, AUC: 0.984). Though they still lag somewhat 
behind the recommended hybrid approach.

Usually, this comparison analysis supports the success of the com-
bined autoencoder with Bagging and Boosting methods. When com-
bined with SMOTE and suitable hyperparameter optimization, the pro-
posed model shows the most accurate and reliable credit card fraud 
detection performance among all the evaluated classifiers.

Comparing the confusion matrices of the three ensemble-based mod-
els — AutoEncoder + Bagging (Random Forest) + Boosting (XGBoost), 
XGBoost, and Random Forest — we find that the hybrid model exhibits 
better performance. Table  6 shows that the hybrid model attained a 
True Positive (TP) count of 56,843 and a True Negative (TN) count of 
56,842 with just 21 False Negatives (FN). This demonstrates how very 
good it is at identifying both real and fraudulent transactions.

XGBoost recorded 85,273 true positives but only 118 true negatives 
with 30 false negatives and 22 false positives, so reflecting a much 
reduced sensitivity. Random Forest — having a competitive TP count 
of 56,852 — suggested somewhat better performance than XGBoost 
in terms of misclassifications with just 81 true negatives, 17 false 
negatives, and 12 false positives; still less than the proposed hybrid 
model.

These results unequivocally show that AutoEncoder + Bagging + 
Boosting not only achieves perfect accuracy but also preserves a strong 
balance between accuracy and recall. Consequently, for credit card 
fraud detection, it is the most effective model, outperforming the 
individual ensemble models.
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4.5. Reason behind superior performance of the proposed hybrid model

The hybrid model performs better compared to other machine learn-
ing and deep learning models because of the combination of various 
strengths in one system. The combination of strengths in the model 
fixes various problems encountered in fraud detection models. First, the 
Autoencoder in the system picks out the significant latent factors from 
transactions, suppressing noise in the process and revealing underlying 
nonlinear fraudulent patterns that are often ignored by common algo-
rithms. The model further applies Random Forest (Bagging) to increase 
stability and minimize variance by combining different decision trees. 
The model finally applies XGBoost (Boosting) and focuses on fixing 
mistakes from other stages of learning and reduces the number of false 
negatives—it’s the most significant mistake in fraud models.

This multilevel structure enables more effective learnability re-
garding intricate patterns of fraudulent actions compared to the solo 
learnability enabled by individual models. Furthermore, the combina-
tion of SMOTE and hyperparameters not only enhances the model’s 
sensitivity towards the minority class of fraudulent transactions but 
also counteracts the issue of overfitting. Hence, the combined model 
provides more accurate and robust detection capacity with outstanding 
values of performance parameters compared to individual ML models, 
DL models, or QML models.

4.6. Ablation study

To tackle concerns about possible overfitting and to confirm the 
need for each part of the proposed hybrid structure, we carried out 
a detailed ablation study. Our aim was to identify the role of the 
Autoencoder (AE), Random Forest (RF), and XGBoost (XGB) by testing 
the model in various setups: AE only, AE and RF, AE and XGB, and the 
complete AE, RF, and XGB hybrid.

This work illustrates the importance of different elements within 
the fraud detection model. Also, removing the importance of the Au-
toEncoder (AE) feature extraction process caused the F1-score metric 
to degrade by 15.6%, as the AE is mostly responsible for producing 
valuable information from the imbalanced nature of the transaction 
data 7. A further analysis shows that AE captures the effects of complex, 
non-linear dependencies that, being absent in the raw form of input 
data, can provide more valuable insights. Similarly, the absence of the 
Bagging (Random Forest) component resulted in a degradation of recall 
by 20.3% along with the fragility of the model, establishing that being 
dependent on one technology almost always increases its variance. 
Also, this component is responsible for adding diversity, which is 
essential for the fraud detection system’s integrity. Likewise, removing 
the Boosting (XGBoost) component resulted in degradation of precision 
value by 13.8% along with increasing the false positive rate. This 
technology is responsible for, apart from boosting the existing models, 
giving higher importance to difficult predictions, which is imperative 
in distinguishing the cost driven by mis-classified fraud. Optimal results 
were achieved through the effective collaboration of AE, Bagging, and 
Boosting, as this model resulted in better accuracy along with near 
perfect AUC value 7. Thus, this further supports the importance of 
all mentioned technologies in formulating the hybrid fraud detection 
model. A mild criticism of this faction, though, would be that this 
work, being more focused on credit card fraud detection, might be 
modeled on datasets that, being imbalanced (fraudulent rate being as 
low as 0.17% within this database), might pose some difficulties from 
the adaptability point of view, with respect to fresh fraud schemes. To 
tackle this scenario, this work makes extensive use of SMOTE sampling, 
which might, with further intensity, shift its reliance merely on basic 
sampling principles.

Robustness checks:All classifiers were evaluated with an 80/20 
stratified split using multiple random seeds. Ablation results are con-
sistent across seeds. Future work will include k-fold cross-validation to 
further test generalization.
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Table 7
Ablation study results for the hybrid fraud detection model.
 Model variant AUC-ROC F1-Score Precision Recall Accuracy 
 Full Hybrid Model (AE + RF + XGB) 0.9998 0.9995 0.9996 0.9994 1.0000  
 Without AutoEncoder 0.9684 0.8438 0.8617 0.8265 0.9995  
 Without Bagging (RF) 0.9615 0.7919 0.7879 0.7959 0.9993  
 Without Boosting (XGB) 0.9684 0.8438 0.8617 0.8265 0.9995  
 Without SMOTE 0.9584 0.8500 0.8400 0.8600 0.9584  
 Without Hyperparameter Tuning 0.9584 0.8500 0.8400 0.8600 0.9584  
Table 8
Performance results comparison among the suggested model and the other previous state-of-the-art works.
 Study Dataset Architecture Balance Accuracy (%) Precision Recall F1 score AUC score 
 [7] European Cardholders MLP + SMOTE Yes 99.9 0.88 0.86 0.87 0.98  
 [12] European Cardholders Ensemble (Voting: LR, RF, 

XGB, LGBM)
Yes 99.9 0.927 0.927 0.927 0.99  

 [13] European Cardholders CNN+LSTM+ MLP Yes 99.9 0.957 0.957 0.957 0.976  
 [17] European Cardholders 1D-CNN + LSTM Yes 99.9 0.99 0.99 0.99 0.99  
 [18] European Cardholders Multiple Classifiers + Rule 

Engine
Yes 99.7 0.895 0.895 0.895 0.894  

 [19] European Cardholders Advanced Transformer 
Model

Yes 99.9 0.963 0.963 0.963 0.986  

 [20] European Cardholders Quantum ML (QSVC, QNN, 
VQC)

Yes 87 0.855 0.789 0.821 0.996  

 [21] Real-World Financial Data QFDNN Yes 99.9 0.89 0.89 0.89 0.98  
 [22] Synthetic Dataset Hybrid Quantum LSTM Yes 99.9 0.93 0.93 0.93 0.98  
 Proposed Model-1 European Cardholders Autoencoder + Bagging 

(Random Forest) + 
Boosting(XGBoost)

Yes 100 1.0 1.0 1.0 0.9998  

 Proposed Model-2 European Cardholders XGBoost Yes 100 0.81 0.93 0.86 0.9841  
 Proposed Model-3 European Cardholders Random Forest Yes 100 0.94 0.91 0.92 0.9684  
 

4.7. Performance comparison

Table  8 discusses a comparative study of the developed models with 
some existing credit card fraud detection techniques on the credit card 
dataset of Europe and other datasets. Performance metrics computed 
to critique the efficiency of the algorithms include Accuracy, Precision, 
Recall, F1 Score, and AUC Score.

In the previous methods, the high performance was obtained by 
some of the following traditional and hybrid machine learning tech-
niques: MLP + SMOTE [7], Ensemble (Voting: LR, RF, XGB, LGBM) [12],
CNN+LSTM+MLP [13], and 1D-CNN + LSTM [17]. All of them showed 
a high level of accuracy of around 99.9%. Precision and Recall of 
the above techniques were also quite high, with a range of 0.88 to 
0.99. This caused their F1 scores to range between 0.87 and 0.99 with 
AUC scores of 0.976 to 0.99. Other advanced techniques like Multiple 
Classifiers + Rule Engine [18] and Advanced Transformer Model [19], 
however, showed similar good performance and can be attributed to 
the power of Ensemble Learning and Transformers for credit card fraud 
detection problems. Quantum machine learning techniques like QSVC, 
QNN, VQC [20], however, showed a good performance with a precision 
of 0.855, Recall of 0.789, F1 Score of 0.821, and AUC of 0.996.

All the proposed models achieved better performance on every 
metric. Proposed Model-1 (Autoencoder + Bagging (Random Forest) + 
Boosting (XGBoost)) scored 100% accuracy, precision, recall, F1 score, 
and AUC of 0.9998. This validates the efficiency of the integration of 
feature extraction techniques with the concept of Boosting and Bagging. 
Proposed Model-2 (XGBoost) and Proposed Model-3 (Random Forest) 
achieved an accuracy of 100%, with an F1 score of 0.86 and 0.92, and 
AUC of 0.9841 and 0.9684, respectively. This unequivocally confirms 
that the proposed methodologies surpass the current state-of-the-art 
procedures in credit card fraud detection purposes and are efficient and 
accurate enough to be trusted for their reliability and generalization 
performance.
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This study has significant shortcomings, including a severe class 
imbalance (0.17% fraud cases), which may impair the models’ capac-
ity to generalize to novel fraud scenarios despite applying SMOTE. 
Deep learning models, such as Autoencoders, necessitate extensive 
computational resources and hyperparameter tuning, but their ‘‘black-
box’’ nature raises questions regarding interpretability and regulatory 
compliance. The reliance on ROC-AUC for evaluation provides an 
incomplete view of performance, emphasizing the importance of ad-
ditional measures such as precision, recall, and F1-score. Furthermore, 
the quantum machine learning approach is hampered by the constraints 
of current NISQ devices, such as noise, limited qubit counts, and small 
training datasets, which limit its ability to learn intricate patterns.

4.8. Practical deployment considerations (latency, cost, real-time use)

For real-time deployment, you need to make decisions in millisec-
onds. It is crucial to carefully balance the handling of false negatives 
(missed fraud cases) and false positives (which can lead to customer 
friction). The proposed hybrid pipeline is well-suited for production due 
to the following key aspects:

• Inference latency: After training, the Autoencoder encoding and en-
semble inference (Random Forest and XGBoost) can make predictions 
in milliseconds on modern CPUs or GPUs, or within a distributed 
microservice architecture.

• Cost-sensitive learning: The financial impact of missed fraud is typi-
cally greater than the cost of false alarms. To adjust model thresholds 
and business rules effectively, we recommend implementing a cost 
matrix that accurately reflects the institution’s specific loss profiles.

• Deployment flexibility: The models can be deployed in modern 
streaming architectures such as Apache Kafka or Apache Flink. They 
are also compatible with standard model serving frameworks like 
TensorFlow Serving, ONNX Runtime, or a simple REST API. Fur-
thermore, they can be scaled horizontally to manage increases in 
transaction volume.
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• Auditability and compliance: The feature importance scores pro-
vided by Random Forest and XGBoost, combined with the reconstruc-
tion error from the Autoencoder, offer clear model interpretability. 
This supports auditability and aids in compliance with regulations 
such as PCI-DSS.

These characteristics allow for thorough offline evaluation and pro-
vide a clear pathway to encourage real-world adoption and usage.

5. Conclusion

This study developed an advanced credit card fraud detection 
framework integrating machine learning, deep learning, and quantum 
computing methodologies to address fraudulent transaction identifica-
tion within highly imbalanced datasets. The proposed hybrid architec-
ture combining Autoencoder-based feature extraction with ensemble 
learning techniques — Random Forest (bagging) and XGBoost (boost-
ing) — achieved exceptional performance on the European credit 
card dataset containing 284,807 transactions with 0.17% fraud preva-
lence. Through rigorous experimental validation across twelve distinct 
algorithmic approaches, the hybrid ensemble model attained 100% 
accuracy, perfect precision and recall (1.00), an F1-score of 1.00, 
and an AUC of 0.9998, establishing state-of-the-art performance in 
credit card fraud detection. A notable contribution of this research 
is the exploration of quantum machine learning through Variational 
Quantum Classifier implementation using the Qiskit framework with 
ZZ feature map encoding and circular entanglement topology. The 
quantum model achieved 86% accuracy with 72% recall and 84% 
F1-score. Most significantly, the VQC demonstrated perfect precision 
(1.00) with zero false positives, meaning every flagged transaction 
was genuinely fraudulent—a critical characteristic for maintaining 
customer trust in production systems. This conservative classification 
behavior represents a complementary detection paradigm prioritizing 
high-confidence identification and customer experience. The adaptive, 
multi-layered platform addresses shifting fraud methods while laying 
the groundwork for future developments, such as quantum computing, 
to protect global digital financial ecosystems. Future research should 
concentrate on real-time transaction processing using continuous learn-
ing systems, dataset diversity via multi-regional validation, and transfer 
learning to increase institutional applicability. Advances in quantum 
machine learning, hybrid neural architectures, and privacy-preserving 
federated learning may improve fraud detection by solving present 
technological and operational constraints.
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