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A B S T R A C T

Recent developments in Industry 4.0 technologies have led the manufacturing industry to implement them in its
supply chains. The current state of lack of trust in digital systems has made organizations eager to build resilient
systems to cope with uncertain circumstances. However, the challenges with handling stakeholder data with
transparency, visibility, and accountability still persist. This transition demands the establishment of digital trust
for secure information sharing and mitigating risks related to cybersecurity, data privacy, and potential misuse.
Through a systematic literature review, this study identifies 17 barriers to establishing digital trust and applies
exploratory factor analysis to group them into key dimensions. Further, a case-based analysis in the emerging
Indian manufacturing economy’s context employing Pythagorean Fuzzy Analytic Hierarchy Process-Decision-
Making Trial and Evaluation Laboratory is conducted to prioritize these barriers and explore their in-
terrelationships. The findings reveal that ‘Top management commitment’ and ‘Cybersecurity’ are the most
influential barriers to be taken care of to promote collaboration and responsiveness in a digitally enabled supply
chain environment. The study contributes by guiding practitioners and researchers working on the digital
transformations for supply chains, highlighting digital trust as a foundational capability for achieving resiliency
in Supply Chain 4.0. Being less explored in the field of supply chain digitalization, this study is a first step
forward to explore digital trust in the Supply Chain 4.0 for resilience.

1. Introduction

Rising supply chain (SC) disruptions from disasters, instability,
technological advancements, and shifting customer expectations exude
the need for a resilient SC to cope with uncertainties, prevent delivery-
supply delays, unmet demand, revenue loss, and business goodwill [1,
2]. In the current era of digital transformation, resiliency can be built
through digital trust (DT) in Industry 4.0 (I4.0), with a specific focus on
transparency, legitimacy, and effectiveness for digital enterprise1 The
integration of I4.0 technologies, such as Artificial Intelligence (AI),
Internet of Things (IoT), Big Data analytics, and blockchain (BC), has an
impact on the resilience of different SCs [3–7]. These technologies

enhance decision-making, responsiveness, and agility across the SC [8,
9]. SC integrated with I4.0 can enhance flexibility through real-time
asset tracking, enabling inventory, transportation, and distribution
management [2]. Even leading consulting firms suggest that both data
analytics and DT are important in business1.

It is well discussed in the literature that I4.0 potential is non-
differentiable to transform and reshape SC practices, organizations,
and their individual [10,11], which puts pressure on organizations to
shift from traditional SC to Supply Chain 4.0 (SC4.0) [12]. Traditional
SC refers to the flow of physical items and information through physical
distribution channels, which consist of suppliers, warehouses, manu-
facturers, distributors, and customers [13]. However, the traditional SC
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lacks real-time information flow, which lacks visibility, transparency,
and integration, leading to inefficiencies in coordination, duty delays,
and collaborative decision-making [9]. To address modern business
challenges, the adoption of I4.0 technologies [14], leading transition
toward SC4.0 or smart SCs [12]. In SC4.0 operations, there is a need to
build a more efficient, flexible, and resilient system as it works on
real-time data exchanges and process automation. This results in
improved forecasting, reduced stockouts, and overproduction, and en-
ables stronger collaboration and coordination among SC partners, with
increased intelligent decision-making capabilities [15–17]. With the
availability of these advantages, SC4.0 is still confronted with challenges
of data integrity, cybersecurity, and trust in the I4.0 technologies’ op-
erations [18,19]. This underscores the need to explore DT in SC4.0.

In the cxtant literature, DT has been discussed as the confidence of
stakeholders in an organization’s ethical practices for the security,
reliability in handling their sensitive and market-competitive informa-
tion [20]. This lack of confidence can create a sense of hesitation among
participants, particularly for organizations that operate or want to scale
advanced digital technologies. This is evident in the report by James
[21] that discusses eight recent cyberattacks on manufacturing,
including data breaches at Volswagon’s (April 2024), Nexperia’s, Duvel
Moortgat’s, and Hoya Corporation’s (March 2024), highlighting the
vulnerability of interconnected systems. These incidents disrupt the
end-to-end digital operations. Also, damaging the stakeholders’ confi-
dence and calling for an urgency to explore trust in digital trans-
formation, making cybersecurity an SC risk, not a mere IT concern [18].
Further, in a global survey by PricewaterhouseCoopers [22] it is
revealed that 58 % manufacturers anticipate software-level incidents in
their devices, and 63 % of them foresaw a rise in third-party related
cyber-threats. This necessitates that organizations revise policies and
contracts with high-risk vendors and extend cybersecurity support
through the DT framework and governance under unified compliance.

In an emerging economy like India, where government-led initiatives
like ‘Digital India’ and ‘Make in India’ are creating a sense of motivation
and pressure on firms to transform their traditional SC operations to
SC4.0 operations to remain competitive [23,24]. However, many firms,
being in their nascent stages, struggle to cope with digital trans-
formation [25]. Although organizations may be aware of the cyberse-
curity risks and the importance of being resilient in the current uncertain
environment, the aspect of DT is less explored [26]. This motivates us to
explore the barriers to DT as a prerequisite for a resilient SC4.0

SC4.0 takes advantage of I4.0 technologies to act in uncertain and
cyber-attack vulnerable environments [4]. This can instigate organiza-
tions to achieve resiliency in SC4.0 operations through transparency in
real-time information exchange, which can enable swift recovery [6,7].
For instance, I4.0 technologies such as digital twin can capture dynamic
demand patterns through real-time information sharing to forecast and
predict inventory levels through analytics, thereby improving flexibility
and resilience [3,27]. As visibility in SC 4.0 relies on information sharing
about the product, location, and identity of upstream and downstream
suppliers [5]. AI improves predictive maintenance, and BC ensures
transaction transparency [28], and cloud platforms support seamless
data sharing [29]. The confidence of SC stakeholders depends on the
security of these platforms and the asset tracking mechanisms [30]. The
extant literature has depicted the potential of I4.0 technologies in SC to
build a resilient system. However, the effective security of information
shared through these technologies relies on the building of DT among
stakeholders in the digital ecosystem utilized by the organizations. This
fear lies underneath due to risks of data breaches, identity theft, and
unauthorized access to confidential business data [31]. Because integ-
rity, security, and reliability of digital systems are the central column to
build DT [32,33].

Despite the growing concerns over the security of data, DT has
remained less explored, particularly in the fastly emerging economies
like India. Most studies are focused on covering the technological and
implementation aspects of SC4.0, subtly discussing DT in manufacturing

SC of an emerging economy. For instance, Strazzullo [20] has explored
DT as an internal phenomenon within manufacturing companies,
highlighting the roles of both the individual and the organization. This
study has given a specific focus on examining SC4.0 through the lens of
DT for resiliency through the empirical validation of barriers to DT.
Moreover, integrated multi-method approaches to capture priority and
interdependence of barriers through industry perspectives in the hori-
zontal value chain are still less explored. Therefore, this study aims to fill
this gap by exploring, validating, and analyzing the DT barriers for
resilient SC4.0 and pursues the following objectives:

• To identify and empirically validate the DT barriers.
• To prioritize and determine the causal relationship among the
selected barriers.

To fulfill these objectives, the barriers were identified from literature
and validated via an industry survey followed by Exploratory Factor
Analysis (EFA) to uncover underlying dimensions. Further, a case study
in an emerging economy’s manufacturing organization used expert in-
puts analyzed using Pythagorean Fuzzy (PF) sets integrated with the
Analytic Hierarchy Process (AHP) for prioritization, and the Decision-
Making Trial and Evaluation Laboratory (DEMATEL) technique was
applied to determine causal relationships among the barriers.

The study is composed of six sections. Section 2 presents a discussion
of the background literature. Section 3 discusses the Methodology and
its application. Section 4 presents discussions. Section 5 provides the
implications. Section 6 discusses the conclusion and future research with
practical limitations.

2. Background literature

This section develops the context and theoretical background of the
study through the available literature on SC 4.0, DT, and their rela-
tionship to resiliency.

2.1. Supply chain 4.0 for resiliency

SC4.0 synchronizes operations with suppliers and customers [34]
through collaborative actions and real-time information sharing [35],
for the common perceived benefits such as inventory optimization,
reduced delivery lead times, and enhanced SC agility and responsiveness
[36,37]. In the horizontal value chain, integrating digital technologies
enhances decision-making, risk management, visibility, transparency,
and accountability throughout the SC [8,38,39]. Recently, the above
issues have been highlighted by Patil, Srivastava [40] on digital twins
for SC transparency, and suggested that DT can increase sustainable
organizational performance. These digital transformations allow SC to
reconfigure sustainability practices at the structural, process, and plant
levels [41]. I4.0 technologies can provide greater flexibility and
end-to-end visibility with a stakeholder-focused objective through
real-time data exchanges as an organization’s commitment to enhance
its SC capabilities [42]. These commitments can be in terms of taking
actions to build a robust cyber-secured infrastructure, data integrity
measures for improving SC performance [43]. These measures are
crucial to motivating organizations to establish a digitally trusted
ecosystem for all SC stakeholders, fostering innovation and flexibility in
the product value creation process [10]. In this regard, a cloud-based
platform facilitates collaboration across the SC by enabling the sharing
of data and information [44]. Therefore, I4.0 enables data-driven deci-
sion-making through collaboration, promoting transparency and
addressing issues of disruptions, such as cyberattacks [10,38].

2.2. Theoretical background

Trust is regarded as a foundational concept in relational exchanges,
building cooperation and reducing uncertainty in both traditional and
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digital environments. According to the Trust Theory by McAllister [45],
trust is conceptualised as one party’s confidence in the reliability and
integrity of another party. Process-based trust, in this context, reflects
collecting detailed information to enhance interpersonal trust, whether
between individuals or organizations. Rather than forming instanta-
neously, such trust evolves progressively across multiple interactions,
wherein stakeholders actively evaluate available evidence to assess the
credibility and dependability of their counterparts [46]. In the specific
focus of SC, whereby the trustor’s trust in one target transfers to another
associated target, which implies that trust in SC practices corresponds to
institutional trust, and its consequences can be transferred to particular
products (interpersonal trust), thereby instilling the catalyst effect in
operating on digital technologies [47]. Long established in the social
sciences, Trust theory frames trust as a multi-dimensional construct
encompassing cognitive, emotional, and moral components, and
anchored perceptions of vulnerability, competence, and reliability be-
tween parties [48,49]. The traditional frameworks differentiate
competence-based, integrity-based, relational, institutional, and
system-based trust, which incubate cooperation and mitigate oppor-
tunism in complex organizational environments [50]. System-based
trust corresponds to the confidence derived from institutional (organi-
zational) management and arrangements to put regulations into action
to reduce uncertainty in exchanges. The rational evaluations of
competence and reliability based on available evidence put forth the
cognition-based trust. Affect-based trust precludes emotional percep-
tions of the product and its information which correspond to the good-
will that goes beyond purely rational assessments. Institutional trust
provides a broader spectrum consisting of societal norms, laws, and
certifications that signal the legitimacy and compliance with interna-
tional standards and frameworks [51]. Extending this view Lin and Lin
[52] has utilised Commitment–Trust Theory in the purview of cloud SC
adoption and outlined that a trusted relationship exists not only between
people but also between people and computing systems, encompassing
persistent trust in infrastructures, dynamic trust in specific situations,
and persistent social-based trust that bridges social and technological
confidence. Morgan and Hunt [53] extended this view through Com-
mitment–Trust Theory (CTT) and reinforced that trust, coupled with

commitment, is central to sustaining long-term relationships, a principle
increasingly critical in digital ecosystems. In the SC4.0 environment, DT
is built on the system’s security, reliability, and stability, as well as the
provider’s credibility. These foundations serve as catalysts for commit-
ment, which in turn strengthens long-term relational trust. This corre-
sponds to the delicate nature of trust, which, although dynamic and
evolving in context, interactions, and perceived risks, can deteriorate
rapidly when breaches occur [54].

Extending the notion of trust to digital ecosystems, as depicted in
Fig. 1, the trust in I4.0 is referred to as DT [55] can be understood as the
willingness of stakeholders to rely on I4.0 technologies and platforms
[56] under conditions of uncertainty, where confidence in data integ-
rity, safety, system reliability, transparency, and institutional safeguards
substitutes for traditional professional assurances. While DT is grounded
in the same theoretical foundations as conventional trust, it is oper-
ationalized through mechanisms such as cybersecurity, regulatory
compliance, and governance frameworks that ensure safety resiliency,
transparency, interoperability, and ethical alignment in technologically
mediated relationships [51]. System-based Trust in the digital
ecosystem is expressed through cybersecurity protocols, BC verification,
and governance structures that provide the robust structural assurance
needed for secure information exchange and transaction integrity in
SC4.0. Cognition-based Trust corresponds to confidence built on algo-
rithmic transparency, data accuracy, and demonstrable technological
competence of AI, IoT, and analytics systems for informed SC4.0
decision-making. Affect-based trust reflects user perception of fairness,
ethical alignment, and confidence in digital platforms and automated
systems. Institutional Trust in I4.0 context is anchored in adherence to
international standards, regulatory frameworks, and certifications (e.g.,
ISO (International Organization for Standardization), GDPR (General
Data Protection Regulation), NIST (National Institute of Standards and
Technology)), which reassure compliance, accountability, and ethical
practices across SC4.0.

2.3. Digital trust

DT has been the topic of discussion since the 90 s. However, there has

Fig. 1. Trust and Digital Trust.
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been substantive discussion since 2016. It is characterized by a trustor, a
trustee, trust in online merchants, vulnerability to trust violations by
organizations, characteristics of an individual, and organizational re-
sponsibility [33].

DT is well-defined by Pietrzak and Takala [33] as:

“Digital trust is the measure of confidence that workers, consumers/
buyers, partners, and other stakeholders have in an organization’s ability
to protect data and the privacy of individuals.”

According to the World Economic Forum [57]

“Digital trust is individuals’ expectation that digital technologies and
services – and the organizations providing them – will protect all stake-
holders’ interests and uphold societal expectations and values.”

Within the purview of the above definition, the literature also ex-
plains DT, which encompasses security, identifiability, traceability, and
reliability [33]. DT is the stakeholders’ confidence in maintaining the
integrity of relationships, interactions, and transactions among the
participants of the digital ecosystem [58]. The security and legitimacy of
connected devices in the I4.0 environment are the pertinent re-
quirements for DT [59]. So that the stakeholders can confidently engage
in online transactions. At the same time, their data and information are
secured [60]. A survey within the emerging economy’s business land-
scape by Sivarama Krishnan [61] highlights that leaders’ major focus is
on cybersecurity. With these cybersecurity threats, an attack could result
in a loss of customer data. User satisfaction with using digital technol-
ogies indirectly influences DT based on its perception [62].

2.4. Digital trust and supply chain 4.0

DT in SC4.0 lies much in altering the exchange and processing of
information and fostering formal or informal business relations [55,63].
I4.0 technologies can help with transparency, better decision-making,
asset utilization, and lower SC risks with reduced warehouse, trans-
portation, and inventory costs [12]. The coupling of I4.0 technologies in
the SCs opens up ways for information sharing as a key aspect among SC
stakeholders, which is based on a trust mechanism [64]. This enables
SC4.0 to access the stakeholders’ real-time information sharing with full
data transparency across the multi-tier as well [65]. However, the data
protection of stakeholders in an SC4.0 environment depends on data
integrity, privacy, and compliance management [66]. Furthermore, the
issues of security, transparency, privacy, integrity, and reliability can be
addressed by a robust digital ecosystem, enabling an efficient, resilient,
and stakeholder-centric SC [67]. This generates an interest in exploring
DT in SC4.0 for resiliency.

2.4.1. Digital trust and supply chain resiliency
The current digital environment creates a lacuna of trust among SC

stakeholders, making them resistant to collaboration and agreement on
specific data sharing, such as inventory and demand forecast policies
[68]. For effective SC operations with I4.0, information sharing among
partners is required, where trust between suppliers, distributors, and
logistics providers is essential [69]. SC resilience corresponds to iden-
tifying flexibility, collaboration, agility, and trust within the network,
building capabilities and enhanced risk management with reduced dis-
ruptions for trustworthy collaborations. I4.0 technology, such as the BC,
enhances SC resilience by increasing SC trust with increased operational
efficiency, cybersecurity, and order fulfilment with secured information
sharing resistant to cyberattacks, enabling trusted transactions with
reduced risk [14,70]. The more resilient the SC, the more trust in the
organization handling data through BC [71]. However, the role of trust
in addressing resiliency issues is not only related to the BC, but also trust
in I4.0, as the umbrella is still to be addressed for SC resiliency. This
study aims to fill this gap by identifying barriers to DT in SC4.0 for
resiliency.

2.5. Research gaps

The extant literature within the context of the I4.0 environment for
SC requires further exploration from the perspective of DT for resilient
SC4.0. DT foundational requirements include security, identifiability,
traceability, accountability, and fairness, which are well-articulated by
[33,59,60]. Also, digital transformations have been linked to the sus-
tainability of SC4.0 [41]. Lastly, stakeholder-centric initiatives by or-
ganizations with limited insights, aligning with DT, have been
presented, where diverse stakeholders’ expectations are critical to
addressing cybersecurity challenges [58–60,62]. Despite studies high-
lighting challenges in adopting I4.0 technologies [12,34]. Similarly, the
trade-offs between real-time information transparency and privacy
concern the stakeholders’ trust in the digital SC [10,17,65]. The role of
digital systems and collaborative platforms in enhancing DT among the
stakeholders is under-researched, with limited empirical investigations
[10,44]. However, there is also a lack of exploration of a comprehensive
assessment of the barriers to DT for SC 4.0 in the dynamic and emerging
economies. Furthermore, the specific interplay of barriers to DT for
resilient SC 4.0 remains less explored. Addressing these gaps is essential
to advancing theoretical and practical knowledge of DT in SC 4.0,
enabling robust, secure, and resilient SC 4.0.

3. Methodology

The strategic approach to analyzing the barriers to DT in SC4.0 in the
emerging economy context is outlined through the methodology pre-
sented in Fig. 2. This approach extends the foundations led by previous
studies (Table 1), which have demonstrated the effectiveness of mixed-
method analysis designs in capturing complex I4.0 and SC problems. For
instance Yadav and Singh [72] employed a three-phased methodology
incorporating a literature review to identify 39 variables, Principal
Component Analysis for reducing them into 12 factors, and fuzzy
DEMATEL to examine cause-effect relationships. Similarly, Shay-
ganmehr, Gupta [73] have utilized a two-module hybrid methodology
combining EFA to categorize 29 critical success factors into five smaller
constructs with a Hierarchical Fuzzy Expert System to assess the readi-
ness of "swift trust" and "coordination" and to prescribe the most
appropriate I4.0 tools through a case study. Other studies have utilised
PF-AHP-DEMATEL for evaluating barriers to circular SC implementation
[74], and EFA with AHP to evaluate challenges associated with I4.0
initiatives in the context of sustainable SC in emerging economies [75].
These applications reinforce the robustness of EFA, fuzzy logic, and
case-based techniques in identifying and analyzing barriers. Guided by
the literature, sixteen barriers were identified from the available liter-
ature and the consultation of area experts (demographics in Table 2)
with rich experience in the fields of manufacturing, sustainability, I4.0,
and SC management and their interrelations. Then, the industry experts
were contacted through email, followed by discussions to understand
the issues of DT in SC4.0. The identified barriers were shared with the
experts, and mutual sharing of thoughts and experiences took place over
the telephone and in person, resulting in the experts adding ‘User
Experience and Usability for Technology’ as one more barrier and
finalizing a total of seventeen barriers, as shown in Table 3 for empirical
investigations.

3.1. Barriers to digital trust in supply chain 4.0 for resiliency

Through a three-step literature review, PRISMA is shown in Fig. 3.
First, a search in the Scopus and Web of Science databases with key-
words related to ‘Supply Chain resiliency’, ‘Supply Chain’, ‘Trust’, and
‘Industry 4.0’ was conducted. The articles were funneled down based on
duplicity, research context, and studies focusing on the SC4.0 scenario.
The study identified articles relevant to collecting key barriers to DT in
SC4.0 for resiliency, resulting in sixteen barriers. Finally, the expert
panel examined these barriers for confirmation, adding one more,
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resulting in a total of seventeen barriers, as shown in Table 3.
SC4.0 brings significant benefits of advanced digital technologies to

enhance operational efficiency, responsiveness, and decision-making
[16]. It enables real-time monitoring and enhances agility by making
SCs more adaptable to disruptions caused by external factors such as
global crises. It provides better visibility and traceability across different
stages, leading to improved demand forecasting and reduced likelihood
of stockouts or overproduction [9,44]. Despite the clear benefits, the
operation of SC4.0 depends on information sharing, which is hindered
by significant barriers to DT to achieve its full potential. One barrier is
the perceived risk of cyberattacks and data breaches, which has grown
with the increasing reliance on interconnected systems [76]. Addition-
ally, the lack of standardized data security and privacy protocols across
global SCs exacerbates these concerns, making it difficult for stake-
holders to establish mutual trust [12,16]. The complexity of integrating
disparate digital systems from various vendors introduces compatibility
issues [77]. Trust in digital platforms is also undermined by the opacity
of decision-making processes, where stakeholders may find it difficult to
verify and validate algorithmic decisions, raising concerns about fair-
ness and accountability [8,78,79]. Organizational and cultural resis-
tance to change, particularly in industries with low digital literacy,
represents a non-technical barrier to DT, slowing the digital trans-
formation to SC4.0 [35,75].

Previous studies have focussed on identifying barriers to the digita-
lization of SC [16,32,75,78,79] with some studies [35,80–82] specif-
ically focusing on BC implementing barriers while Yadav and Kumar
[83], Khan, Haleem [84] analyzed barriers related to BC implementa-
tion in the emerging economy’s manufacturing SC. However, the dis-
cussion and analysis of DT in adopting I4.0 for the SC present a
significant gap.

3.2. Significance testing of barriers

This study is part of a broader investigation comprising barriers and
enablers of DT in I4.0 for SCs in the emerging economy’s manufacturing
sector to establish DT and provide suggestions. Conducted between
February and June 2024, this study analyzes barriers faced by
manufacturing organizations. Professionals from 971 manufacturing
firms with experience in SC and digital technologies were contacted via
email and LinkedIn, with a brief explanation of the study’s objectives.
Using a five-point Likert scale, as used in previous studies [75,90], re-
spondents rated the significance of various barriers with a questionnaire
presented in Appendix A in the supplementary material. Initially, only
50 responses were received; however, after weekly reminders, 171 valid
responses were collected, with 12 discarded due to biases or incomplete
data, resulting in a 19.14 % response rate. This response rate is
acceptable compared to similar studies [75,91]. The respondents’ de-
mographics are shown in Table 4. The mean and descriptive statistics of
the identified barriers are detailed in Table 5.

3.3. Exploratory factor analysis

Exploratory Factor Analysis is a statistical method used for data
reduction and analysis [92]. The reliability and validity testing of the
factor was conducted using statistical software, SPSS, to validate the
barriers. As per Table 5, the ‘Kaiser-Meyer-Olkin’ (KMO) value obtained
was 0.873, i.e., higher than the minimum recommended range, i.e., 0.6.
Bartlett’s sphericity test is also found significant (p<0.01). This suggests
that the barriers collected for exploratory factor analysis are relevant.
Further, the eigenvalues of discontinuity for the barriers are greater than
1.0, factor loadings are greater than 0.5, which suggests the collected
data has convergent validity, and Cronbach’s alpha is >0.7 as per the
available literature by Nunnally [93]. Table 5 shows the results of the
EFA after performing the dimension reduction. Four key dimensional

Fig. 2. Research Methodology.
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components were extracted: Stakeholder’s intent (B1), Organizational
(B2), Technical (B3), and Regulatory (B4) based on the experts’ input for
the nomenclature, which covers around 70.339 percent of the total
variance. The nomenclature is discussed below:

Table 1
Comparison of related works.

Reference Problem
addressed

Methodology Technique

Yadav and
Singh [72]

Traditional SC
issues
transparency,
traceability, and
data security.
Factors such as
human errors,
fraud, delays, and
documentation
inefficiencies
affect
sustainability.
Blockchain
adoption to make
a sustainable SC.
Framework for
critical factors of
blockchain
success.

Expert survey.
Reduction of 39
blockchain
variables to key
factors.
Identify
cause–and–effect
relationships among
12 key factors.

Principal
Component
Analysis and Fuzzy
DEMATEL.

Shayganmehr,
Gupta [73]

Investigated the
humanitarian SC
struggling with
poor
coordination, low
information
quality, and a lack
of swift trust.
Disaster events
like pandemics
require
collaboration and
smooth
information
exchange for
effective relief
operations.

Reduction of 29
critical success
factors into 5
meaningful
constructs:
Logistics, Learning,
Transparency,
Information
Quality, and
Infrastructure.
3 Iranian Case-
study.

Principal
Component
Analysis with
Varimax rotation,
Hierarchical Fuzzy
Expert System
(fuzzification,
inference engine,
defuzzification).

Lahane and
Kant [74]

Circular SC
adoption by
evaluating
multiple
operational,
economic,
technological, and
policy barriers. in
the emerging
economy context
(India).

Expert evaluation
through linguistic
terms.
PF sets.
Sensitivity analysis
for model
robustness.

PF-AHP and PF-
DEMATEL.

Luthra and
Mangla [75]

I4.0 adoption
barriers in
manufacturing
firms for
sustainable SC
development.

Categorized 18
challenges into 4
major groups.
Prioritization of
challenges.

Systematic
Literature Review
(SLR), Exploratory
Factor Analysis
and Analytic
Hierarchy Process.

Table 2
Demographics of area experts.

Expert Experience
(Years)

Area of Expertise

Expert
1

23 Experience in research in SC design and sustainability,
leveraging I4.0 technologies to manage SC operations.

Expert
2

10 Experience in research in intelligent manufacturing,
with specific interests in Cyber-Physical systems and
sustainable, resilient SCs.

Expert
3

8 Experience in research in SC management with a
specific focus on SC collaborations

Table 3
Barriers to Digital Trust in Supply Chain 4.0 for resiliency.

S.
No.

Barrier Name Description References

1 Cybersecurity risks Risks such as breaches,
disruptions, and unauthorized
access to sensitive data and
systems hamper cargo, plant
operations, and product
specifications, undermining
stakeholder confidence and
integrity.

[76,77,81,
83–85]

2 Understanding the
importance of trust in
collaborative action

The real-time trust-based
collaboration through data
sharing between suppliers and
organizations ensures product
quality, innovation, and
consistency for flexible
decision-making and long-
term partnerships.

[8,28]

3 Data Ownership, Quality,
and Value

Data governance is data
quality and value, which
depends on the transparency
of data ownership, enabling
reliable decision-making,
operational efficiency, and
transparency among
stakeholders.

[64,72,86]

4 Risk of information
security and privacy

The potential loss of
confidential and sensitive SC
partners’ information and the
misuse of the private
information for any of the data
holder’s benefit.

[8,32,82,
87]

5 Lack in the
implementation of
interactive digital
communications

The limited adoption of real-
time, transparent tools for
seamless SC stakeholder
collaboration. reduces
transparency, delaying
decision-making, and
increasing the risks of
misinformation.

[35,82,88]

6 Lack of information
asymmetry over the
shared platforms

Accurate, timely, and high-
quality information over
shared platforms enhances SC
integration and decision-
making and fosters DT.

[29,77]

7 Lack of digital culture The organization’s openness
to acceptance is based on trust
in utilizing digital
technologies among its
employees, reflecting its
beliefs and confidence in
utilizing these technologies.

[8,35,75,78,
79]

8 Distributed digital
identity of supply chain
entities

Verified SC entities (farmer,
customer, grocer, warehouse)
promote a smooth, secure,
transparent operation; a
lacuna creates an information
gap.

[86]

9 Unwillingness to share
information among SC
partners

Insecurity for information
sharing of the trading partners
in the SC due to competitive
disadvantage, which provides
a de-collaborated
environment, resulting in a
loss of DT.

[78,79]

10 Lack of real-time
information sharing

Lack of confidence in security
and privacy makes digital SC
participants hesitant to share
real-time information, causing
congestion and supply delays.

[35,78,84]

11 Interoperability and
scalability, and issues

Interoperability is the ability
of an information system to
connect and exchange
information among different
SC entities. Scalability is the

[35,78,
80–82,85,
89]

(continued on next page)
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• Stakeholders’ intent (B1): This component includes five barriers.
The Total Variance Explained for this component is 21.925 %. This
component consists of the barriers to implementing I4.0 for SC op-
erations due to the stakeholder’s perceived intent for enhancing
resiliency through technology trust.

• Organizational (B2): This dimension includes six barriers with
17.589 % of explained variance. These barriers correspond to the
organizational hurdles to implementing digital technologies for
SC4.0 to address the disruption through a resilient system.

• Technological (B3): This component consists of four barriers, which
account for 17.440 % of the total variance. These correspond to the
technological factors preventing stakeholders from having DT in I4.0
technologies for the resilient SC.

• Regulatory (B4): The regulatory component consists of three factors
related to the regulations the stakeholders follow to utilize the

stakeholders’ data safely and properly and build digitally resilient
SC. It accounts for 13.385 % of the Total Variance Explained.

The identified components of the validated barriers are then further
utilized to determine the barriers’ priorities and their causal interrela-
tionship to develop the framework. The priorities have been evaluated
by implementing the PF-AHP to understand the hurdles for DT in SC4.0
to achieve resiliency. The implementation of PF-AHP is discussed in the
next sub-sections.

3.4. Multicriteria analysis in the case organization

The identified barriers were then tested in a case organization. The
case organization is a pioneering Robotics manufacturing organization
working to develop cutting-edge solutions for various sectors, including
Fire-Fighting Robots, Defence Robots, Humanoid Robots, and Manhole
Cleaning Robots. The company is expected to have a turnover of over Rs.
5 billion. It is also ranked among the 100 top competitors in India. The
company aims to integrate I4.0 technologies into its SC. However, trust
issues in using these technologies are still a concern due to the infra-
structural, employee, supplier, and customer concerns over the security
of their data on the digital platforms utilized by organizations. The
identified barriers were consulted with a questionnaire in Appendix B in
the supplementary material, with a panel of five experts with experience
in managing manufacturing SCs with I4.0 technologies. The de-
mographic of the Expert panel is shown in Table 6. The PF-AHP is
applied to compute the weights of the validated barriers. The top ten of
the seventeen barriers are further analyzed to get the causal relationship
through PF-DEMATEL [74].

3.5. Pythagorean fuzzy AHP

AHPwas developed by Prof. Thomas L. Saaty in 1980 [94]. However,
the implementation of AHP can generate inconsistencies in
decision-making. Different studies [95,96] have employed fuzzy sets.
This study employs PF sets to eliminate vagueness and inconsistencies.
The following steps implement PF-AHP:

Step 1: The initial linguistic pairwise comparison matrix (Pk) as
shown in Eq. (1) is generated for each expert, comparing the criteria i
over j where i, j = 1,2,…,m and based on the linguistic scale in
Table C.1.

Pk =

⎡

⎢
⎢
⎣

p111 ⋯ pk1m
⋮ ⋱ ⋮
pkm1 ⋯ pkmm

⎤

⎥
⎥
⎦ (1)

The linguistic scale inputs are converted into PF numbers based on

Table C.1. Therefore pkij =
〈(

μkijL, μkijU
)
,
(

νkijL, νkijU
)〉

represents the nu-

merical transformation of linguistic inputs.

Step 2: All expert inputs are aggregated using Eq. (2).

Table 3 (continued )

S.
No.

Barrier Name Description References

ability of the digital system to
be expanded without undue
loss of performance.

12 High investment cost of
digital technologies

Capital investment in digital
infrastructure for digitizing
the SC ecosystem with
perceived benefits of
technology adoption enhances
DT, customer retention, and
competitive differentiation.

[78,79,84]

13 Unclear organizational
objectives

Organizations assessing
suppliers with digital
technologies often lack data
management policies, leading
to reduced employee
performance and customer
loss due to diminished DT.

[78,79]

14 Lack of top management
support

Management leadership
commitment and support to
instill confidence among the
SC stakeholders to understand
the value of digital
technologies for enhanced SC
performance

[8,78,79]

15 Low understanding of
Industry 4.0 implications

SC participants’ low
comprehension of the benefits
of I4.0 technologies in the SC,
which include transparency,
accuracy, collaboration, and
agility for improved decision-
making.

[8,75,78]

16 Lack of digital
infrastructure

The absence of a secure and
robust digital infrastructure
helps to build DT, creating a
sense of negligence toward
adopting and practising
digital technologies by the SC
stakeholders.

[8,78,79]

17 User Experience and
Usability for Technology

It is characterized by complex
interfaces, a lack of
transparency, security, and
integration challenges, which
prevent the user from working
on SC4.0.

Expert input

(

X
⌣

1, …,X
⌣

d

)

=

〈[
∏d

k=1
μwk
k,L,
∏d

k=1
μwk
k,U

]

,

[(

1 −
∏d

k=1

(
1 − ν2k,L

)wk

)0.5

,

(

1 −
∏d

k=1

(
1 − ν2k,U

)wk

)0.5]〉

(2)
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Step 3: The difference matrix D =
[
dij
]

m×m where dij =
(
dijL,dijU

)
is

calculated by finding out the difference between the lower (Eq. (2))
and upper values (Eq. (3)) of membership and non-membership
functions by using the equations below.

dijL = μ2ijL − ν2ijL (3)

dijU = μ2ijU − ν2ijU (4)

Step 4: The interval multiplicative matrix S =
[
sij
]

m×m where sij =
(
sijL, sijU

)
is calculated using Eqs. (4) and (5).

sijL =
̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅
1000dijL

√
(5)

sijU =
̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅
1000dijU

√
(6)

Step 5: The indeterminacy matrix T =
[
τij
]

m×m is calculated by using
Eq. (6) below.

τij = 1 −
(

μ2ijU − μ2ijL
)
−
(

ν2ijU − ν2ijL
)

(7)

Step 6: The unnormalized weight matrix U =
[
uij
]

m×mis obtained
with Eq. (7).

uij = τij
(sijL + sijU

2

)
(8)

Fig. 3. Search Strategy.

Table 4
Demographics of responding organizations.

S.
No.

Professional
Demographics

Criteria Number of
respondents

Percentages

1 Type of
Manufacturing
Industry

Automobile 23 13.45
Electrical &
Electronics

21 12.28

Healthcare device 34 19.88
Consulting to
manufacturing

65 38.01

Others 28 16.37
2 Experience in

digital technologies
4–10 years 43 25.15
10–16 years 116 67.84
16 & above 12 7.02

3 Experience in
supply chain

5–10 years 102 59.65
10–15 years 47 27.49
15 & above 21 12.28

4 Designation Top Management 10 5.85
Senior Level
Manager

37 21.64

Middle-level
manager

69 40.35

IT professional 35 20.47
Executive 20 11.70

5 Qualifications Graduate 78 45.61
Postgraduate 89 52.05
Doctorate 4 2.34
Total 171 100
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Step 7: The weight of each criterion is determined by Eq. (8).

wi =

∑m
i=1wij

∑m
i=1
∑m

j=1wij

(9)

3.5.1. Pythagorean Fuzzy-AHP implementation for weight computations
In this stage, a panel of five experts is constituted. The experts in the

panel were asked to fill the pairwise comparison matrices for the main
components and the barriers categorized under them per the linguistic
scale in Table C.1 [95,96]. The initial pairwise matrix for the four di-
mensions by the five Experts is shown in Table C.2, provided in the
Appendix C in the supplementary material, and their corresponding
fuzzy numbers for Expert 1 are shown in Table C.3. The experts’ inputs
were combined in a single decision matrix, as shown in Table C.4. The
sample calculation for the PF-AHP is shown in Tables C.5-C.7. The final
global and local ranking of the DT dimensions and barriers with their
weights is shown in Table 7.

3.5.2. Sensitivity analysis
The study has implemented a sensitivity analysis to test the robust-

ness of ranking the barriers. Sensitivity analysis tests different configu-
rations or combinations of weights that influence the prioritization of
factors and criteria, and assesses the potential bias of the experts. We
have addressed this by systematically changing the expert’s weight by

interchanging the weights and giving maximum weights to each expert
by generating five scenarios (S1-S5), as shown in Table 8.

The weights of the barriers are obtained by interchanging the ex-
perts’ weights while keeping the other main components constant. This
procedure is followed with each of the five scenarios. According to
Fig. 4, the weights of the barriers have not varied much from the original
configuration, except for the barriers SB1, OB2, and TB1. This shows
that the obtained weights are acceptable for further analysis.

3.6. Pythagorean fuzzy DEMATEL

The DEMATEL was first developed by Gabus and Fontela [97] and is
a highly effective tool for identifying strengths and visualizing a causal
relationship between the components in a complex system with mini-
mum data input as compared to other MCDM techniques, such as
interpretive structural modelling (ISM) and total interpretive structural
modelling (TISM) [74,98,99]. Recently, studies such as [100] utilized
PF-DEMATEL to identify the dependency of criteria for I4.0 sectoral
prioritization. Similarly, Giri, Molla [101] utilized PF-DEMATEL for
supplier selection in sustainable SC management, while Shafiee,
Zare-Mehrjerdi [102] evaluated the perishable product SC risks during
the COVID-19 outbreak. The steps of the PF-DEMATEL process are dis-
cussed below:

Step 1 Construction of Direct relationship matrix: The initial direct
relationship matrix Rk as shown in Table C.9, is developed from k
experts’ inputs based on the scale in Table C.8.

Table 5
Exploratory Factor Analysis Results of Barriers.

Dimension Barriers to digital trust in supply chain 4.0 Mean Eigenvalues Variance Explained (Cumulative) Item Loading

Stakeholder’s intent (B1) ​ ​ 6.741 21.925 ​
SB1 Unwillingness to share information digitally among SC partners 3.41 ​ ​ 0.811
SB2 Lack in the implementation of interactive digital communications 3.12 ​ ​ 0.838
SB3 Low understanding of Industry 4.0 implications 3.47 ​ ​ 0.867
SB4 Understanding the importance of trust in collaborative action 3.59 ​ ​ 0.861
SB5 User Experience and Usability for Technology 2.95 ​ ​ 0.745
Organizational (B2) ​ ​ 2.357 39.514 ​
OB1 Unclear organizational objectives 3.69 ​ ​ 0.744
0B2 Lack of top management support 3.60 ​ ​ 0.682
OB3 Lack of digital culture 3.44 ​ ​ 0.712
OB4 Lack of digital infrastructure 3.25 ​ ​ 0.707
OB5 High investment cost of digital technologies 3.36 ​ ​ 0.698
Technological (B3) ​ ​ 1.605 56.954 ​
TB1 Cybersecurity risks 3.12 ​ ​ 0.849
TB2 Risk of information security and privacy 3.12 ​ ​ 0.791
TB3 Data Ownership, Quality, and Value 3.36, ​ ​ 0.801
TB4 Interoperability and scalability and issues 3.26 ​ ​ 0.822
Regulatory (B4) ​ ​ 1.254 70.339 ​
RB1 Lack of information asymmetry over the shared platforms 3.37 ​ ​ 0.812
RB2 Lack of real-time information sharing 3.27 ​ ​ 0.780
RB3 Distributed digital identity of SC entities 3.24 ​ ​ 0.817

KMO: 0.865, Approx. Chi-Square: 1666.649, Cronbach’s alpha = 0.897.
Barlett’s test of sphericity: df: 136, Sig.0.000.
Extraction method: Principal Component Analysis, Rotation method: Varimax with Kaiser Normalization converged in 5 iterations.

Table 6
Demographics of the Expert panel.

Expert Designation Experience
(Years)

Industry/Sector Roles and Responsibilities

1 Chief Executive Officer 30 Manufacturing Overall Management through AI for Quality Assurance in the SC.
2 Chief Digital Officer 25 Manufacturing I4.0 Technologies Implementation in SC Operations
3 Head-Technology Risk and

Cyber Controls
24 Consulting I4.0

technologies in SC
Handling non-financial risks like Cyber, Information security, Technology Risk, cloud
security, Third Party Risk, and Operational Resilience

4 Assistant Manager 18 Manufacturing Involved in managing the packaging, transportation, and dispatch of products.
5 Director Research 12 Robotics Manufacturing Oversees and manages the production and distribution of the products to the customer.
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Step 2 Conversion of Initial direct relationship matrix: The initial direct
relationship matrix Rk is converted into PF numbers with elements rkij
=
〈(

μkij, νkij
)〉

as shown in Table C.10.

Step 3 Computation of aggregated matrix: The experts’ inputs are

aggregated into a single aggregated matrix H with elements hij =
〈(

μHij ,νHij
)〉
.

Step 4 Computation of Average Crisp Matrix: The average crisp matrix

M with elements mij =
(

μHij
)2

−
(

νHij
)2

is obtained.

Step 5 Calculate the normalized average crisp matrix: The normalized
average crisp matrix N is calculated by Eq. (9).

N = q⋅M (10)

where,

q =
1

max
∑n

i=1mij
i, j = 1,2, 3,…, n

Step 6 Construct the total relationship matrix: The total relation matrix
T is calculated by using Eq. (10).

T = N (I − N )
− 1 (11)

where I is an identity matrix.
Step 7 Plotting digraph: The digraph is plotted based on the threshold
value. The threshold value is calculated to determine internal re-
lations as the average of the Total relationship matrix, excluding
partial relations within the matrix. A digraph is plotted for the values
exceeding the threshold value only, setting zeros for the values below
the threshold. The threshold found in this study was 0.04934. The
adjusted total relationship matrix is shown in Table C.17.

Table 7
Ranking of barriers.

Main Criteria Weight Rank Sub-Criteria Local Weight Local Rank Global Weight Global Rank

Stakeholder’s intent (B1) 0.130 3 SB1 0.292 2 0.038 9
SB2 0.344 1 0.045 8
SB3 0.165 3 0.021 12
SB4 0.133 4 0.017 13
SB5 0.066 5 0.009 16

Organizational (B2) 0.398 1 OB1 0.140 3 0.056 7
OB2 0.483 1 0.192 1
OB3 0.054 4 0.022 11
OB4 0.293 2 0.117 4
OB5 0.029 5 0.012 15

Technological (B3) 0.371 2 TB1 0.384 2 0.143 3
TB2 0.421 1 0.156 2
TB3 0.155 3 0.058 6
TB4 0.039 4 0.015 14

Regulatory (B4) 0.101 4 RB1 0.225 2 0.023 10
RB2 0.719 1 0.072 5
RB3 0.056 3 0.006 17

Table 8
Expert’s weights scenario for sensitivity analysis.

Expert Original S1 S2 S3 S4 S5

E1 0.2 0.42 0.26 0.17 0.1 0.05
E2 0.2 0.05 0.42 0.26 0.17 0.1
E3 0.2 0.1 0.05 0.42 0.26 0.17
E4 0.2 0.17 0.1 0.05 0.42 0.26
E5 0.2 0.26 0.17 0.1 0.05 0.42

Fig. 4. Barrier weights after sensitivity analysis.
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Step 8 Identify the causal relationship: The causal relationship is
computed by finding the summation of rows. (R) and column (C) by
using Eq. (11) and Eq. (12).

Ri =
∑n

j=1
tij (12)

Cj =
∑n

i=1
tij (13)

Step 9 Calculate the (R+C) and (R − C). (R+C) denotes prominence
effect and (R − C) denotes the effect strength. The causal relation
diagram is drawn by plotting (R+C) on the horizontal axis and
(R − C) on the vertical axis. The above matrices can be found in
Appendix C in the supplementary material from Table C.11-C.17.

3.6.1. Application of Pythagorean fuzzy-DEMATEL
The application of PF-AHP gives the top ten criteria for further

evaluation to identify the causal relationship. The inputs were received
again from the same experts as shown in Table C.9 of the Appendix C in
the supplementary material, the experts were asked to provide an in-
fluence relationship between the criteria for applying PF-DEMATEL
based on the scale of Table C.8. The inputs received from experts were
further processed as per the steps in Section 3.3, and the calculations are
presented in Table C.10-C.17. The final causal relationship is shown
below in Table 9. Further, the causal diagram and interaction digraph
are shown in Fig. 5.

4. Discussions

The assessment of barriers is utilized to develop the framework,
which is shown in Fig. 6. The discussion on the results of the application
of the methodology is discussed below in the following sections.

4.1. Discussion of findings

To develop a digitally trusted SC4.0 toward resiliency. It is impera-
tive to identify and eliminate the critical barriers that prevent stake-
holders from sharing their information on digital platforms. Based on
the assessment through PF-AHP, the results are shown in Table 7, the
order of priority of main dimensions is as follows: Organisational
≻Technological ≻ Stakeholder’s intent ≻ Regulatory. Also, per Table 9
and Fig. 5, PF-DEMATEL classifies the barriers under ‘Cause’ and ‘Effect’
groups (Fig. 5(a)), with their interrelationship (Fig. 5(b)) shown. The
organization’s role is pertinent to building DT among the SC stake-
holders to meet their obligations. Also, the ‘Technological’ barrier is the
second important hurdle organizations must remove for a digitally
trusted SC4.0. so that resiliency can be sustained, which is the result of
the study by Agarwal and Seth [103] in the Indian automotive context.
This points to the top management’s decision-making regarding

developing and deploying technologies for SC4.0. Third, an important
dimension is the ‘Stakeholder’s intent’ to share information and
participate in the SC4.0 operations. The trust in SC4.0 depends on the
organization’s robust security and ethical responsibilities to maintain
the integrity of SC stakeholders’ data [104]. Fourth, ‘Regulatory’ con-
cerns the oversight of the transactions of information and data, making
good governance of the management leadership’s actions and decisions
accountable for SC4.0 sustainability. For instance, trust in BC fosters
regulatory oversight with self-governance and coordination [105].

The study reveals critically important barriers to establishing DT in
SC4.0. Globally, ‘Lack of top management support’ (OB2) is the highest
weighted factor. This underscores the integral role top management
commitment in developing a digitally secure and resilient SC in the
context of emerging economies, which has been emphasized by Luthra
and Mangla [75]. This is also positioned within the ‘Cause’ group and
reflects the strategic commitment at the top management level. As noted
by Kalaitzi and Tsolakis [106] an organization’s responsibility to protect
stakeholder data fundamentally shapes trust in technology for
visibility-enhancing resilience. It is essential for top executives to pro-
actively lead digital initiatives and embed cybersecurity and data
governance as regulatory measures into the core of the organizational
strategies. This can be overcome through transparent performance
metrics, and cross-functional trainings strengthen managerial cognition
of reliability and competence building Cognition-based Trust, ensuring
commitment to build DT.

The second highest-ranked barrier is the ‘Risk of information security
and privacy’ (TB2) categorized under the ‘Effect’ group and most sig-
nificant under ‘Technological’. It emphasized the necessity for reliable,
secure, and real-time information sharing among SC partners [106].
Organizations may adopt encrypted communication protocols with pe-
riodic vulnerability assessments for maintaining shared data integrity.
With regular audits, encryption, access control, and real-time moni-
toring, reliability can be reinforced, while third-party and stakeholders’
certification, regulatory adherence, and credibility. These mechanisms
can institutionalize safety that enhances System-based trust.

‘Cybersecurity Risks’ (TB1) is ranked third globally and second
among ‘Technological‘ under the ‘Effect’ group. Pertaining to resilient
digital systems, a majorly cybersecure SC4.0 will mitigate unintended
data breaches and protect the stakeholders’ data related to supply,
operational, and demand risks, as suggested by Pandey, Singh [76] by
conducting a case study in the Indian automobile sector. The stake-
holders’ primary demand for secure environments can be addressed
through trust labels, data assurance certifications, and a clearly defined
access control system, as has also been suggested by Wu and Zhang [86]
in the Chinese coalmine context. The organizations may consider
multi-layered defense frameworks and third-party certifications
fostering safety, accountability, and oversight in the digital SC4.0
ecosystem. For resilient SC4.0, inadequate addressing of cybersecurity
risks gives unauthorized access, makes the data of SC stakeholders
vulnerable to cyber assaults, or destroys sensitive data [16]. BC-based
security, strict compliance with international security standards, regu-
lar penetration testing, continuous monitoring for ensuring safety,
accountability, oversight, and ensuring System-based Trust.

The fourth-ranked barrier is the ‘Lack of digital infrastructure’
(OB4), classified under the ‘Cause’ group and second within the orga-
nizational category. For a resilient I4.0 infrastructure, firms should
emphasize the secure integration of software, hardware, and cyber-
physical systems instead of focusing on a single technology [107].
Within the organizational level, this integrated perspective supports or
impedes DT throughout the digital transformation process, as also out-
lined by Dixit, Malviya [16] by conducting a case study in the Indian
automobile context and Strazzullo [20] by conducting a survey in the
Italian Manufacturing industry. Here, the role of organizations becomes
crucial to build cognition-based trust among stakeholders by developing
scalable technologies leveraging cloud-based platforms, adopting an
interoperable system to demonstrate measurable improvements in

Table 9
Causal relationship of the top ten barriers.

Barriers Ri Ci Ri + Ci Ri − Ci Causal Relationship

OB2 0.388 − 0.079 0.309 0.467 Cause
TB2 − 0.009 0.461 0.452 − 0.470 Effect
TB1 0.150 0.675 0.825 − 0.525 Effect
SB2 0.654 1.439 2.093 − 0.785 Effect
OB4 1.086 0.491 1.577 0.594 Cause
SB1 1.335 1.387 2.722 − 0.052 Effect
TB3 − 0.148 0.673 0.525 − 0.821 Effect
RB2 0.261 0.406 0.668 − 0.145 Effect
RB1 0.554 − 0.410 0.144 0.964 Cause
OB1 0.662 − 0.110 0.552 0.773 Cause
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efficiency and transparency through pilot projects.
The fifth important barrier is the ‘Lack of real-time information

sharing’ (RB2) placed under the ‘Effect’ group and ranked highest in the
regulatory domain. Real-time, bidirectional, accurate data exchange on
demand and supply is essential for SC4.0, enabling efficient logistics,
inventory management, and financial transactions. This is well observed

and pointed out byWu and Zhang [86] and others Attaran [12], Pandey,
Singh [76], Chaouni Benabdellah, Zekhnini [81] underline the role of
IoT-based real-time information sharing in the emerging economies.
This contributes to improved communication and collaboration quality
among SC partners [83]. Firms may implement integrated IoT dash-
boards and predictive analytics tools to support just-in-time

Fig. 5. Causal Diagram and Interaction Digraph.
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decision-making through improved end-to-end visibility. By instituting
standardized data-sharing protocols, ensuring compliance with the
regulatory framework for data transparency and accuracy, formalizing
accountability and governance, fostering Institution-based trust to move
towards DT.

‘Data Ownership, Quality, and Value’ (TB3) constitutes the sixth
important barrier situated in ‘Effect’ group. In the interconnected SC4.0
environment, weak security practices for suppliers and contractors
target cyberattacks on logistics systems and Tier-1 suppliers due to
limited visibility [87]. Data ownership is crucial to building DT, as it
ensures security, transparency, visibility, compliance, and trusted
collaboration in BC-enabled resilient SC [86]. To establish, DT com-
panies can establish data ownership protocols and use smart contracts to
develop accountability. Transparently assigning data stewardship roles,
with real-time validation mechanisms, and linking data use for
measurable business outcomes, reinforces system reliability and thereby
instill System-based-Trust among the stakeholders.

The seventh-ranked barrier is ‘Unclear organizational objectives’
(OB1), falling under the ‘Cause’ group. Ambiguity in goals hampers
cross-functional interactions, which can be diminished by SC collabo-
ration and competence [79]. The organization may prioritize flexibility
and strategic objectives for enhancing competitiveness [17],

profitability, and quality, and deliver robust operational measures to
build stakeholders’ confidence. Aligning digital SC initiatives with
strategic goals, setting transparent performance metrics, and commu-
nicating a unified digital vision can build Cognition-based trust among
stakeholders, consistent with the findings of Pandey, Daultani [2] in the
Indian context and Jum’a and Bushnaq [27] in the Jordanian
manufacturing context.

‘Lack in the implementation of interactive digital communications’
(SB2) is in eighth position as a barrier under the ‘Effect’ group. This has
appeared due to the low level of understanding of I4.0 implications
among participants [75] for digitally trusted collaborative action
through data exchange for better resilient SC performance [8]. Organi-
zations with strong leadership commitment can work on digital literacy
through targeted training, fostering a culture of transparency and
collaboration. Organizations can provide and deploy collaborative
platforms, virtual engagement tools, and AI-driven interfaces.
Frequently, empathetic interactions among SC partners are crucial for
creating continuous relational communication, which nurtures mutual
confidence and can establish Affect-based Trust.

The ninth-ranked barrier is the ‘Unwillingness to share information
digitally among SC partners’ (SB1) under the ‘Effect’ group. The resis-
tance to sharing critical information by SC stakeholders due to security

Fig. 6. Framework for Digital Trust in Supply Chain 4.0 towards Resiliency.
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issues hinders partners in interactive digital communication [79].
Transitioning to a digital system in manufacturing often faces resistance
to change, obsolescence, and concerns over data privacy. To overcome
these challenges, comprehensive training on the functional use of
technology can build participants’ trust in digital technologies [20].
Cultivating innovative openness through training, transparency, nur-
tures mutual respect and assurance, thereby strengthening Affect-based
trust. These findings align with the suggestions and findings of Dixit,
Malviya [16], Chauhan, Singh [34,79], Yadav and Kumar [83] within
the emerging economy context.

As for a resilient SC4.0, visibility through information sharing is
crucial for businesses to adapt quickly to uncertain disruptions. This
underscores the need for the involvement of top management commit-
ment to allocate a budget for a cyber-secure digital infrastructure that
can ensure trustworthy interactive digital communication for efficient
SC management. Our findings align with the findings of Pandey, Daul-
tani [2], Khan, Haleem [84]. The users’ resistance to change to adapt to
new digital, organizational, and process transformations often stems
from a lack of training or resources. has been highlighted by Caliskan,
Eryilmaz [108] in the Turkish context. Similarly, Vietnamese SC, in the
early stage of I4.0 adoption, suffers from a gap between the high ex-
pected impact of these technologies and the relatively low planned in-
vestments [15], suggesting missed opportunities for competitive
advantage [109]. Unwillingness to share information restricts digital
communication due to the lack of sophisticated cybersecure networks,
which questions the integrity of SC [66], if appropriately addressed, it
can provide a competitive advantage [81] with SC collaborations,
cooperation, interaction, and consistent decision-making [65,89].

‘Lack of information asymmetry over the shared platforms’ (RB1) is
the tenth important barrier and is under ‘Cause’ group. Participants’
concern about the level of organizational and technological capability to
prevent the misuse of critical information shared through digital plat-
forms diminishes DT. Information asymmetry creates trust asymmetry,
financial cost, and reputation damage. This has also been pointed out by
Brookbanks and Parry [29] and Strazzullo [20]. Establishing a unified
data taxonomy creates shared benchmarks for fairness, accuracy, and
accountability, reinforcing Institutional trust. SC managers should
explore regulatory compliance checks on distributed digital identities to
enhance transparency, control, and verification in shared digital spaces.

‘Lack of digital culture’ (OB3) is the eleventh important barrier. A
weak digital culture in the organizations can lead to a loss of confidence
among the SC stakeholders, leading to ineffective and inefficient SC
operations. Here, the importance of human element I4.0 adoption has
been linked to workforce management by organizations to foster a
digital culture for enhancing flexibility, as suggested by Pandey, Daul-
tani [2]. This attitude will also ensure the trustworthiness of the SC
stakeholders in SC4.0 [86]. Incentivizing technology adoption to embed
shared values and competencies across the organization demonstrates
consistent readiness and capability, which cultivates Cognition-based
trust. This has also been suggested as a counter-strategy to secure
dedicated support and incentives from top management in the Turkish
healthcare SC context [11]. The twelfth and thirteenth barriers, ‘Low
understanding of Industry 4.0 implications’ (SB3) and ‘Understanding
the importance of trust in collaborative action’ (SB4) further signify the
knowledge and awareness gap among SC actors for digitally trusted
collaborative action through data exchange for better SC performance
[8,75]. Education and training through workshops and hands-on
training can build relational connections [23], while simultaneously
embedding trust and collaborative practices, allowing organizations to
build affect-based trust, strengthening DT.

‘Interoperability and scalability issues’ (TB4) is the fourteenth
important barrier. This corresponds to the lack of infrastructure, which
in turn leads to interoperability and scalability issues, thereby raising
security concerns and creating a lack of data trust (DT) in the infra-
structure [81]. Organizations can work on adopting globally recognized
standards and participating in the industry-wide standardization

initiatives to overcome this barrier. These actions, utilizing modular
digital architectures and cloud-based platforms, can promote
System-Based Trust, enabling seamless integration and ensuring future
growth. ‘User Experience and Usability for Technology’ (SB5) ranked
sixteenth as an important barrier, creating the importance of intuitive
and efficient digital platforms, as poor usability can hinder adoption and
create resistance. By designing systems with a human-centric approach
and integrating regular user feedback under compliance management,
organizations can reinforce Affect-based trust that is vital for sustaining
digital collaboration across SC networks.

Lastly, the seventeenth barrier, the ‘Distributed digital identity of SC
entities’ (RB3), underscores the growing importance of digital identity
protocols in enhancing traceability, authentication, and trust within
SC4.0 environments. To address this, regulatory bodies and industrial
alliances can collaborate to establish unified frameworks for verification
of digital identities that ensure secure, verifiable, and permissioned
access across the SC ecosystem, while being vigilant about the stake-
holders’ data protection regulations to build DT in the technology [20].
Such institutional safeguards formalize credibility and governance,
thereby fostering Institution-based trust in SC4.0.

A digitally trusted SC4.0 instigates the requirements of data rights,
which require regulatory and legal procedures. A digitally trusted and
cyber-resilient platform provides a guarantee of data reliability, quality,
security, safety, and credibility for transactions on an automated plat-
form such as BC [17,83,86]. The data collection through real-time in-
formation for smarter SCM [44] with trusted BC-IoT devices [110]
provides an efficient exchange of information in a trusted environment
[65]. The linkage between manufacturing and logistics industry is
studied by Li and Wang [64] in the Chinese context and it is highlighted
that it is broken by unstable trust, which results in lagging and insecure
information sharing, which can result in loss of effective collaboration.
This indicates the importance of real-time information sharing to build
DT in SC4.0. Its security, reliability, and quality depend on tackling
barriers such as cybersecurity risks and a lack of stakeholders’ DT,
which, if resolved, will not hinder effective collaboration and
decision-making.

4.2. Roadmap for the success of DT in SC4.0

Building DT in the SC4.0 environment requires framing digital ini-
tiatives as strategic business imperatives rather than focusing solely on
technical upgrades. C-executives, i.e., the organization’s senior execu-
tive, can buy-in only if a clear vision for profitability, risk mitigation,
and competitiveness is secured while satisfying customers [44]. Once
achieved, it can help the execution of functions in a resilient and trust-
worthy ecosystem. Within the SC context, this study presents a digital
transformational strategy to build DT in SC4.0 in a phased roadmap
from vision creation to localized pilots for the SC organizations of the
emerging economies to advance their DT journey. To overcome the
persistent challenges, the specific implementation roadmap is also pro-
vided in a multi-phased manner as shown in Fig. 7 and discussed below.

Phase 1. Establish a Chief Executive Suite-driven mandate

As indicated by the finding, the requirement of organizational
commitment, this phase positions executive leadership to ensure board-
level sponsorship to overcome barriers such as inadequate commitment,
unclear objectives, and limited I4.0 understanding, indicating organi-
zations’ focus to act towards (1) Cybersecurity as a strategic Incumbent:
Reframe cybersecurity from merely as a cost center to a “cornerstone of
trust and motivation” with Chief Executive Officers (CEO). Chief
Financial Officers (CFO) and the board are defining it as a whole busi-
ness responsibility.(2) Long-term vision: Formulating a unified long-
term trust strategy to stabilize SC relationships, which translates to
growing investment and raised cyber budgets. (3) Cyber-risk quantifi-
cation to drive investments: Demonstrate the financial strength by
quantifying the high cost of breaches and linking cybersecurity risk
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associated with digital technologies as a compelling case for
investments.

An organization’s DT plans need to be executed, but they require
auditing and monitoring of I4.0 technologies through a board-endorsed
DT Charter with the safety and security of SC stakeholders’ data as its
prime and long-term goal. Here, the role of effective governance by the
organization’s C-suite is crucial in enabling security. Support from top
leadership can take the form of executing strong governance programs
that build DT among SC stakeholders. Leaders can invest more in DT
factors and take measures to sustain them by aligning the organization’s
goals with those of improving skills and training in technology, as well
as increasing understanding of DT and its dimensions. The trust mea-
surement can be accomplished by deploying the indicator tools with
cross-functional teams working together, which requires the time and
effort of the executive teams. These baseline maturity indicators tools
can act as a lubricant in maintaining the DT between human-human and
human-machine interactions. Execution of data-driven scrutiny under
governance and compliance mechanisms through user control requires a
flexible and scalable digital platform that does not introduce vulnera-
bilities to cyberattacks and data breaches.

Organizations can track their progress through various metrics, such
as the number of cyberattacks or breaches on their IoT devices and
connected devices. The C-suite’s responsibility is to monitor for
continuous improvement regarding investment allocations, staff
learning on DT initiatives, and the development of trusted relationships
not only within the firm but also in business-to-business experience.
Organizations can develop the DT index by continuously monitoring
data governance and implementation practices to ensure security, pri-
vacy, safety, and accountability. As the monitoring of compliance
management is of great concern, failure may lead to stakeholders losing
confidence in the data handling authority. Well-accepted scorecards,
such as cybersecurity scorecards within the internal monitoring system.
Organizations can monitor delivery DT across SC stakeholders with

provenance in digital rights, as well as in other spaces where the
stakeholders are connected. Even customer-focused indicators,
including feedback on organization data integrity practices, can be used
to make them confident in the digital information exchange process.
These steps can enable organizations to become capable of making
strategic moves and be competitive in the dynamic market environment
running on digital platforms.

The above steps lay the foundation for transitioning toward Phase 2,
making their cyber space robust and breach-free from cyber-attacks. The
investments to develop a strong technology core require the C-suite’s
formalization of budget implementation through the DT Charter. This
can be executed through the approved official communication by the
designated C-suite officer, allowing collective involvement of all active
teams. Moreover, the organization should consider that, before
deploying the DT execution, the mandate must make stakeholders
confident through the baseline metrics verification, as DT connects not
only with the organization but also with people and technology.

Phase 2. Build a Unified and Resilient Technology Core: Increasing
cybercrime, specifically targeted attacks on devices, can cause potential
damage to DT due to a lack of awareness and expertise in cyber safety.
DT is an inclusive concept that indicates organizations, and their in-
dividuals must be understand the policy laid as themission and objective
of the organization with proper governance measures to become resil-
ient to cyberattacks. These can be achieved through the following: (1)
Address Priority Threats: The organizations can work on prioritising
threats by responding to severe threats in time, as this could help or-
ganizations in reducing their liability and enhancing their goodwill
among SC stakeholders. (2) Modern digital infrastructure: The organi-
zation can install a modern technological setup to map the functioning
of the digital identities of all SC stakeholders. Implementing crypto-
graphic keys can help in maintaining the confidentiality of shared data
as they run on specific algorithms. The robust infrastructure includes

Fig. 7. Guidelines for building Digital Trust in Supply Chain 4.0.
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secured hardware and software for uninterrupted communication
among all SC stakeholders. (3) Secure Cloud for safe digital transactions:
In the modern SC4.0 operation, where data is stored on the cloud that
must be secured from attacks, breaches, and unauthorized access as it is
being transferred between systems. Organizations may define policies to
ensure security under required regulatory compliance for devices that
are cloud-oriented and exchange sensitive and crucial data.

DT establishment requires resources such as DT leaders, including
technology innovators, who possess expertise in cybersecurity, privacy,
and technology ethics, and have the capability to provide verification
and assurance for all SC stakeholders. Despite the ubiquitous digital
fabric woven into digital devices, traditional digital security remains
important. For example, Public Key Infrastructure (PKI) verifies digital
identities and data authentication, ensuring integrity in digital trans-
actions. These PKIs being flexible can also be deployed in any number of
environments, making them interoperable. Furthermore, DT has the
capacity to unify all parties, including stakeholders and regulators,
through verified certificate management vendors and the allotment of
specific cybersecurity budget.

The organization can build a resilient technology core for SC4.0 by
strengthening the critical information protection infrastructure against
cyberattacks. This can be accomplished by periodically recording breach
incidents and reporting them to the relevant cybersecurity agency. The
organization can take actions to protect its users from harmful and
malicious digital content. This will build confidence in the organiza-
tion’s stakeholders that the necessary actions regarding the safety of
their data are being taken. This can also be further administered by C-
executives through feedback, satisfaction surveys, and data flow anal-
ysis. Organizations can utilize multiparty systems, such as blockchain,
distributed ledger, and tokenization, that mitigate the risks of security,
privacy, and control.

The transition to Phase 3 requires the implementation of the actions
to make a trusted technology deployment. This may be achieved by the
continuous commitment of top management over concerns of data
protection of all stakeholders implemented through regular auditing.
These activities can build a firm’s reputation and reduce data breaches
and cyberattack incidents due to confidence of the SC stakeholders in the
organization’s technology and systems’ robustness.

Phase 3. Promote a Norm of Transparency and Secure Collabo-
ration: This phase underscores the need for transparency about the
protection policies and actions taken by organizations for the stake-
holders’ information handling. Also, there must be informed decision-
making while displaying crucial information on the SC stakeholders’
common dashboard. These practices are critical to limit damage to the
enterprise’s reputation and build DT by (1) Embedding Security-by-
design principles: While designing a technology, the established gover-
nance process with multiple supports, such as self-service, dedicated
personnel for a particular digital technology. Further, while designing
the data processing mechanism individual autonomy through notice and
control must be maintained. (2) Empower Cross-functional integration
for fairness: To make decision-making process quicker, the cross func-
tional teams such as cybersecurity, data engineers, must work collec-
tively rather in silos in processing data so that outcomes are equitable for
all SC stakeholders. (3) Strengthen interactive digital communication:
DT is not only a technology mediated solution; however, it involves
people, process and technology as a two-way communication. This de-
mands their interactive digital communication in the entire SC4.0
ecosystem.

This phase highlights the need for the assignment of Trust Officers
who can execute personnel training on security and privacy through
workshops to help them understand how their role affects DT. The lack
of training opportunities due to misalignment of the organization’s goals
can create serious concerns. While the establishment of DT lies in
responsible management actions that continuously utilize resources to

improve the DT factors and support C-executives consisting of legal
representatives, these are the main drivers of DT that ensure a clear
understanding of policy and framework implementation across the SC.
These actions must also be documented and distributed among all
stakeholders, and their compliance must be monitored.

The improvement can be monitored through continuous assessment
of the implementation of cybersecurity practices. The stakeholders must
be aware and trained to take action and report threats and attacks on
devices as a necessity. As the Trust Theory suggests, Trust is a collabo-
rative approach; this suggests that each partner of the SC can contribute
to the common goals of a safe and secure SC4.0 ecosystem through their
feedback and monitoring system. These actions can help in under-
standing the importance of I4.0 implications and trust in collaborative
actions for the development of digital culture among the SC stake-
holders. Further, the C-executive can work on designing the technology
that is safe and secure by default. However, only by deciding and acting
for the establishment of DT can organizations and board members meet
their obligations, which must be synthesized.

As organizations can track technology with security principles and
cross-functional teams for DT governance, it enables transparent
communication. The information deployed on digital technologies must
be assessed periodically to ensure its safety and privacy, and provide
reliable evidence to its stakeholders. Organizations can track the status
of their DT workshops’ deliverables through continuous monitoring,
departmental tests, and the generation of report cards as a documented
protocol to track improvement in DT culture. These actions can enable
the organization to move to Phase 4.

Phase 4. Robust Data Governance and Anticipatory Compliance:
In this Phase, organizations assess their data processing capabilities to
confirm their auditable discourse. This signals an organization and its
leaders’ commitment to fulfilling the stakeholders’ expectations through
collaborative communication on data governance practices. The
governance measures relate to the compliance with safety, quality,
privacy, and security of digital assets. Even governance over ethics and
data integrity is crucial to enable DT in SC4.0, with (1) A comprehensive
data governance framework: A framework that covers each and every
stakeholder of the SC for significant collaboration. This can become
effective when other components, such as risk management, data
quality, ownership and stewardship assurances, resilience, and ethics,
are interwoven within the organization’s DT strategy. (2) A Dual Metric
Monitoring System: Auditability of the organization can make a long-
lasting impact by drawing comparisons with previous governance
measures. These metrics and monitoring systems can help prevent
damage due to breaches beforehand. This monitoring can validate data
accuracy, authenticity, and reliability through a secure cloud, block-
chain with immutable records. (3) Regulatory Compliance as a Trust
Signal: A well-structured compliance mechanism and implementation
standards can help in verifiable operation, such as certificate status
under NIST, ISO 27001 protocols. This enables transparency with
additional details, such as where, when, and to whom to report, are
provided.

The checking of governance can be conducted through the estab-
lishment of a permanent DT programme office, which checks for orga-
nization’s validation of external certification such as ISO27001, NIST,
etc. The office can work on sustaining the data governance mechanism
that focuses on the availability of data in the right amount to the con-
cerned stakeholders under a transparent environment. This can be
achieved through defined data ownership and stewardship rights that
restrict continued access to data. The C-suite can execute the cross-
functional teams to make this a priority, as this directly impacts
stakeholders.

Assessing the metrics, such as data quality scores, alone is insuffi-
cient for effective governance. Organizations can smartly invest in data
and regular scrutiny of digital risks to demonstrate better oversight and
reduce information asymmetry among SC stakeholders. In addition,
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collective action can be executed only through a sense of responsibility
among stakeholders when firms monitor progress by facilitating docu-
mentation for regulatory compliance. This can also assure provenance in
the SC inputs to ensure data ownership and transaction records, and
build valuable connections through valuable information flow to the
right people. An organization’s C-executive can run a risk assessment
program to monitor participants, as loyal participants may not hesitate
to break a relationship that compromises sensitive information.

The implementation of the four-phased framework can be converted
into a sustainable execution programme by continuous monitoring.
Once the governance, monitoring, and compliance structures are mature
enough and validated for autonomous operation. The transition readi-
ness is to be evaluated continuously to sustain. To ensure the readiness
and operationality of the system, enforce quality rules, and ensure
traceable auditability across all information exchange in the SC4.0. The
dual-metric monitoring system consistently generates reliable insights,
with year-on-year improvements in both internal and external in-
dicators, thereby enhancing DT perceptions. Certification as a manda-
tory document and regulatory alignment have been achieved and
retained across at least two audit cycles. The decision-making process
for DT is institutionalized, such that governance and compliance rou-
tines are embedded within organizations as a digital culture, rather than
project-driven targets. Meeting these criteria confirms the organization
has transitioned from implementing to sustaining DT to build a resilient
SC4.0 environment for all the stakeholders.

5. Implications

The implications for researchers, managers, and policymakers are
discussed in the next subsections.

5.1. Theoretical implications

The present study contributes to the academic literature on the
theoretical advancement of DT in the SC4.0 in the emerging economy
context. This study utilised the Trust Theory to analyze the barriers of
DT in the digitally mediated SC4.0 context. This study contributes to the
theory of DT as well as to the SC4.0 by proposing a roadmap to establish
DT and increase understanding of barriers through a framework and
Trust theory dimensions. Studies like Strazzullo [20] explored DTwithin
the manufacturing factory and Mubarak and Petraite [55] has explored
I4.0 and DT for open innovation, lacking the empirical validation in the
manufacturing SC context. This study fills this gap by exploring DT in
the horizontal value chain for resiliency through an industry survey in
the emerging economy context. This study has investigated seventeen
barriers for their validation and discussed the findings based on the
Trust Theory. The study conducted a case study to prioritize and find
causal relationships of barriers utilising PF-AHP-DEMATEL, which in-
troduces a strong methodological approach to handle uncertainty in
decision-making, providing practitioners with actionable insights. These
insights may be applicable to other emerging economies undergoing
digital transformation to establish DT in their SCs. Further, the study
contributes by discussing findings that position DT as a foundational
capability to be pursued by organizations to achieve resilience in their
operations. As SC is a stakeholder-operated process through collabora-
tion, the intervention of I4.0 technologies enables communication
through digital platforms, where the role of DT is inexcusable. The study
has also provided a theoretical roadmap for action that organizations
may adopt to build DT in their digitally mediated SCs.

5.2. Managerial implications

The present study provides a framework and roadmap for the success
of DT in SC4.0. This study has investigated seventeen key barriers to DT
for better SC4.0 operations in the merging economy context. Based on
this, a few managerial implications can be presented. Industry managers

can look upon these barriers to build a cyber-secure and resilient system
for all SC stakeholders. The top management can work on revising their
policies and extending them to DT establishment policies. Further, or-
ganizations can establish officials and managers responsible for moni-
toring the data handling practices of the organization. The discussion
reveals that, to build a digitally resilient SC, DT is not an option to
consider for future ventures, but rather it is a present-day need as a
foundational capability. These capabilities can be developed among
stakeholders in the form of digital culture through workshops/trainings
for increasing awareness on disseminating data on digital platforms
within a regulatory policy framework, and gathering feedback on the
implemented learnings. These actions can influence improved collabo-
ration through digital platforms, as DT is built for technology adoption.
The top management’s strong commitment towards budgetary alloca-
tion for building a cyber-resilient infrastructure and viewing it as a long-
term strategic goal. The implications of this can be in the form of
reduced risks of security attacks and help in providing transparency,
safety, and accountability for stakeholders’ information, which are
crucial components of DT.

Manufacturing SC managers and digital consultants to
manufacturing firms can consider the identified barriers and their di-
mensions while designing technologies for the firms. As SC4.0 operates
on information sharing, the aspect of cybersecurity in the technologies
developed remains a challenge for designers. Also, managers can bridge
the gap between technology and people by undergoing a process of
technology development that involves cross-functional teams trained for
DT building. For emerging economies such as India, this study has re-
ported the challenges and insights for DT development that are crucial in
the times of digital transformation when the digital systems are in the
development stage and are vulnerable to cyberattacks.

5.3. Policy implications

The present study highlights the need for policy frameworks that
institutionalize DT as the core pillar in national and industrial SC ini-
tiatives. Regulatory bodies need to encourage the standardization of DT
metrics in sectors that are adopting digital technologies. As evidenced in
existing studies, the absence of data governance norms and interoper-
able frameworks affects trust building across stakeholders. Government
and industry bodies need to develop clear guidelines for transparency
and cybersecurity in digital SCs. Policies based on emerging global
practices can help address trust-related issues in SC and help to build
resilient SCs. Policy makers can pursue I4.0 technologies strategically,
which can enhance trust and thereby a resilient SC through real-time
visibility and proactive monitoring suggested by Hossain, Talapatra
[1] in the Bangladeshi context.

Moreover, policy interventions should focus on capacity building
and digital literacy. There is a need for targeted national programs to
reskill manufacturing workforces in small and medium enterprises,
where digital mistrust often happens from a lack of awareness and
technological exposure. Apart from this, the present study also suggests
that public-private collaborations are important to promote DT in sup-
plier authentication and data exchange in SC.

This study also highlights the need for context-specific trust policies
that reflect regional market realities. For emerging economies, trust in
digital platforms is influenced by infrastructure readiness, institutional
credibility, and socio-cultural factors. Hence, policy frameworks should
not be universally imposed but instead co-created with localized inputs
from industry and academia to ensure relevance, scalability, and long-
term adoption.

6. Conclusion, limitations, and future research

This paper has investigated the barriers to DT in SC4.0 for resiliency
by performing an SLR along with expert consultation. Through the
industry-wide survey in the emerging economy context, the barriers
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were critically analyzed for their significance. The study discusses the
importance and implications of DT barriers by extending the Trust
Theory to the digital interaction context by prioritizing them and
identifying causal relationships through a framework, using an example
case. Further, the study presents a roadmap to establish DT for its suc-
cess in the SC4.0 context for emerging economies. The study is built on
the foundation of Trust Theory, which discusses Trust as a multidi-
mensional construct consisting of System-Based Trust, Affect-Based
Trust, Institution-Based Trust, and Cognition-Based Trust. All these
dimensional constructs have been utilized to discuss the implications of
barriers and organizations’ actions to develop DT throughout the supply
network. This illustrates the applicability of the Trust Theory in the
modern digital context of SC, which extends beyond organizational and
interpersonal boundaries. Our findings have demonstrated the impor-
tance of stakeholders’ willingness to accept vulnerability in data-driven
SC4.0 operations, as well as the role of organizational compliance and
policies regarding data, and the reliability of stakeholders in the orga-
nization’s resilient cyberspace in the event of a breach or attack. This
indicates how the establishment of DT depends on both human (SC
stakeholders) and robust technical assurances. Moreover, in an
emerging economy like India, challenges to SC digitalization still persist
despite numerous government digital initiatives. This study presents DT
at the forefront as a precautionary step that organizations may consider
in their SC in I4.0 environment to sustain themselves in this digitally
evolving, competitive market, which is open to any uncertain events. By
applying the conventional Trust Theory in SC4.0 environments which
include multi-actor data systems and automated governance architec-
tures intrinsic to SC4.0. the study demonstrates how DT can stabilize
digital interaction and reduce perceived risks and strengthen gover-
nance in digital SC settings.

The success of SC4.0 greatly depends on the reliability of data shared
and trust in the technology. Previous studies have discussed the impli-
cations of the digitalization of SC, such as strategies’ assessment [16],
analysis of barriers to I4.0 and sustainability in SMEs [78], barriers to BC
implementation in SC [84], barriers analysis of I4.0 adoption for SC
competency and operational performance [34], analysis for a viable
circular digital SC with BC technology [81]. The extant literature depicts
a continuous lack of evaluation of barriers to DT in SC4.0. This study
bridges this gap by substantiating the identified seventeen barriers
through a survey in the emerging economies’ manufacturing SC context
for establishing DT in SC4.0. Therefore, this study contributes to the
present literature by providing valuable insights and suggestions to
practitioners and managers. The study’s contributions are summarized
below:

• This research has utilized a mixed-methods approach by utilizing
EFA to group barriers into four dimensions, and further case-based
evaluation through experts with PF-AHP-DEMATEL.

• The results have underlined the need for top management commit-
ment and support with the development of robust digital infra-
structure, ensuring the protection of data of all the SC stakeholders.

• With current digital transformations going on in India, the question
of security, reliability, and protection rights of the data of the SC
stakeholders is of great concern to the data managers and holders.
The findings highlight that DT is essential as the digital SC works on
real-time data, which can help managers to prevent disruptions that
cause ripple effects.

• It examines the barriers and concludes that a digitally trusted SC can
build a resilient SC network that can withstand shocks during dis-
ruptions, ensuring business excellence and customer satisfaction.

• This study has identified barriers for their prioritization and rela-
tionship identification through a framework. Further, presenting a
detailed roadmap for the success of establishing DT in the SC4.0
environment.

The above contributions were generated from the analysis of barriers

by conducting a survey within the emerging economy’s manufacturing
SC landscape. The findings highlight that top management commitment,
risk of information security, privacy, cybersecurity risks, lack of digital
infrastructure, and lack of real-time information sharing are barriers to
be taken care of which can build confidence in stakeholders to share
their quality data accurately for building DT, strengthening resilient SC
4.0, and fostering sustained economic growth.

6.1. Limitations and further research

This work has identified seventeen barriers to DT for SC4.0 through
literature, expert inputs, and a survey-based approach integrated with
expert subjective opinions for evaluating barriers in the emerging
economy’s manufacturing SC context. To contextualise the findings
from the mixed-method analysis involving the industry survey, it is
important to acknowledge that the demographics of the industry par-
ticipants skewed towards respondents from consulting to manufacturing
(38 %), which constitutes a limitation of the study. This perspective bias
can be attributed to the Government of India’s digital initiatives, e.g.,
Digital India, which offers advantages to companies to leverage digital
technologies for improving their SC operations to be competitive in the
market and further puts pressure towards digital transitions. Here, or-
ganizations that may lack digital competency often look to third-party
digital consultancy for their digital execution by hiring a digital
consultant to take on the role within the company. As part of our survey
process, we have also reached out to experts who provide digital
consulting services to manufacturing firms, as they may have a better
understanding of digital technologies. However, the response rate sug-
gests that the interest of those experts in participating in the survey
skewed the demographics. While the response from other experts, such
as department heads and plant managers, may provide more diverse
perspectives. Therefore, this presents an opportunity for researchers to
consult the experts excluded from this study and produce future research
on this niche topic of DT in SC4.0.

The study utilized the PF set theory to judge the identified barriers
between AHP and DEMATEL. However, the PF set theory can be inte-
grated with other decision-making techniques such as FUCOM (Full
Consistency Method), SWARA (Stepwise Weight Assessment Ratio
Analysis), WASPAS (Weighted Aggregated Sum Product Assessment),
CoCoSo (Combined Compromise Solution), LBWA (Level Based Weight
Assessment), RAFSI (Ranking of Alternatives through Functional map-
ping of criterion sub-intervals into a single Interval), etc. The lack of
qualitative analysis of the identified barriers can be further validated by
conducting interviews with industry practitioners. We encourage future
research to focus on exploring DT for sustainable buyer-supplier re-
lationships executed through I4.0 technologies. Future studies can focus
on the development of analytical and empirical models to analyze DT in
different SC contexts. Also, a comparative analysis of the barriers in a
specific industry across different geographical settings can be conduct-
ed. While this study contributes to the new knowledge of DT in SC4.0, it
has some limitations, such as conducting a single case with a panel of
five experts, underscoring the need for future studies with more case
studies. This study has discussed findings on the barriers through a
framework utilising the Trust Theory to generate insights and a prac-
tical, indicative roadmap for industry practitioners in emerging econo-
mies to establish the DT in SC4.0 environments and move toward
resiliency. Like every study, this study also has shortcomings in the form
of its basis on a single country and a single case; the findings may not be
completely generalizable to all cases. However, the guiding roadmap is
an indicative action plan; practical generalizability can be concretized
through multi-case analysis in future works. Future studies could extend
this study through longitudinal analyses employing structural equation
modeling, coupled with validation of the DT measurement instruments,
and taking responses from a large sample of diverse industries’ SCs, such
as pharmaceuticals, within a multi-country context.
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